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A Message—digest Model with Salt and Hidden Feature of Hash

ZHU Yan-bin, WANG Chun-ling
(College of Computer Science,Xi’ an Polytechnic University,Xi’ an 710048 ,China)

Abstract ; Introduce the situation of typical Hash functions, such as MD5,SHA-1 ,etc. ,and analyze the reason why they keep higher epi-
demic and the existing problem for continuing to use them alone. To solve the security and usability problem that message—digest service
faces in reality, it designs a message—digest model with salting technique, encryption technique and some basic message —digest algo-
rithms. And it systematically discusses the working principle and the design and implementation details of the model,realizes a prototype
in OpenSSL environment,and simulates the practical mechanism in network communication. The results show that the model can hide

characteristics of basic Hash functions and produce digests that have stronger randomness and resistance of collision. Finally, the salt form
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in the model is discussed combining with the way of message—digest applied in various scenes.
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