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Application of Improved K-means Clustering

Algorithm in Intrusion Detection
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Abstract ; In the traditional K—means algorithm , the initial cluster center is selected sensitively and the number of clusters must be given in

advice , which leads to low efficiency in intrusion detection. In order to improve detection accuracy,an improved K-means algorithm is

proposed. The method of separation pretreatment record attributes is used. In randomly selected sub—data set, the initial cluster center is

generated based on the density and distance. Use the largest similarity distance in classes and between classes to dynamically generate new

classes without having to predetermine value of K. Simulation experiment is done in KDDCUP99. Compared with the traditional K-means

clustering algorithm , the improved algorithm improves the detection rate,reduces the false detection rate and shortens the detection time.
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