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Abstract; Due to completely open of communication channel, limitation of dynamic topology and node resources etc, the deployment and
application of wireless sensor network faces enormous threats and challenges in its security. The existing wireless sensor network security
system has poor scalability and protection capability,in order to solve these problems,it analyzes the characteristics and difficulties of the
network defense. Then undertakes analysis and design the security framework oriented active defense for WSN. Through collaborative in-

teraction of modules, the framework in this paper recycles multiple means including prevention, intrusion detection, defense response and
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dynamic consolidation to provide a comprehensive multi—layered security model of active defense.
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