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Research on Procedure Buffer Overflow of a CoSy C Compiler

SHI Yan, LI Shu-yu, QIU Zheng, CHEN Chang-sheng
(College of Computer Science, Shaanxi Normal University, Xi’ an 710062, China)

Abstract: CoSy is a compiler framework developed by ACE company. In order to ensure the security of inputted procedure of CoSy C
compiler and avoiding the crisis of compiler’s buffer overflow ,model of estimating compiler’s buffer overflow was put forward. According
to analyzing the character of potential compiler’s buffer overflow vulnerabilities in C procedure, and the model of estimating compiler’s
buffer overflow was founded; A method of rebuilding common CoSy medium-level intermediate representation was put forward ; At last,
an algorithm of estimating the security of a CCMIR procedure was put forward. It is indicated that the research can satisfactorily validate
the security of the inputted procedure. And this rebuilded CCMIR model can effectively avoid the CoSy C language compiler’s buffer o-
verflow.
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STATIC DATA
inths . stat UE=10.08 RC=0-0
END
EXPORT PROC main{OUXNRWrwA-)Impure:fun?
DECLARE
ints; k UE=10.00 RC=100
arr11:a UE=18.00 RC=180
BEGIN

T bb0:
include{stdio.h> . .
(ii : . | |#cosy.c L:3 EL:5* %
poid Func(int 1); | |\ e UE=1.00 Re=8

lint static stat=#;

int main() :?E:"
int k=8,a[2]; mﬂg‘,to oot
:hile(m) xcosy.c L:6 EL:6"
1 |CST Tmp UE=1.00 RC=9
3[stat]=ky | i¢ k5@ then bb2 else bbs

func(k); bb2:
k-3 xcosy.c L:7 EL:9'

} CST Tmp UE=1.60 RC=0

a[stat™{=}]:=k"
call func(k™)
k:=k"-1

\ stat=stat+1; goto bb3

poid func(int i)
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<t--1F X (node) -->

CYELEMENT node(variables , expressionw)>
C!ATTLIST node id 1D HREQUIRED>
CYELEMENT variable >

CtATTLIST wvariable

name CDATA “« »

type CDATA “« 7y
CPELEWENT expression >

C*ATTLIST expression

type coata ¢V

content CDATA “ ” >

<t--3h (edge) -->

CYELEMENT edge (from, to_l, to_r?, if_cendition))|
CYELEMENT from (BPCDATA)>

{tELEMENT to_1 (#PCDATA)>

{tELEMENT to_r (#PCDATA)>

CPELEMENT 1if_condition (#PCDATA)>
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Kt-—-node® bb0 —->

Knode id=8>

Kvariable name="‘stat" type=""ints'>
Kvariable name="'k' type="ints">
Kvariable name=""a"
<expression type='‘common‘’
</node>

Kedge>

< from>bbO</from>
Kto_1>bb1</to_1>
Kif_condition> 1 </if_condition>

< /edge>

<t—-—-nodet bb1 —->

<Knode 1d=1>

<Kvariable name="'stat’ type="'intai">
Kvariable name="k' type="inty">

type="arrii1*>
content=""k:=8">

<Kvariable name=''a‘"" type=""arr11">

< /node>

<edge>

< From>bb1</from>

<to_1>bb2</to_1>

Kto_r>bbi<{/to_r>

<if_condition> k">0 </if_condition>

< /edge>

<t-—-node2 bb2 -->

<Knode 1d=2>

<variable name=*stat™ type=""inta4">

<variable name="k" type=""inty4’>

Kvariable name=""a’" type="arr11'>

<expression type="‘common*'
content=""a[stat " {»4}]:=k"">

<expression type=‘‘call* content="func(k”)'">

<expression type=""common” content="k:=Kk~-1">

< /node>

<edge>

< from>bb2</from>

<to_1>bb3</to_1>

<1f_condition> 1</if_condition>

</edge>
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Visit(ElementUector){
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UpdateBootNode(Parameter);
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UpdateCurNode(f_return);
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PreOrderTraverse{T ,ElementUector){

MF(TY{

Visit(T->ElementVector)
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Pre0rderTraverse(T->1child, parentVector);

Else

PreOrderTraverse(T->rchild, parentVector);
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Variable :

stat. value=0, k.value=8,
a(false, 2, 0, true, null, null)
Expression :

stat:=stat”+1

Edge:

from=bb0, to_l=bbl,
if_condition=1

Variable :

stat. value=0, k.value=8
a(false, 2, 0, true, null, null)
Expression :

Edge:

from=bbl, to_1=bb2, to_r=bb
4, if_condition=k™>0

Variable :

Expression :

alstat” {#4}]:=k",

call func(k™), k:=k"-1
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