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Research on Access Control Mechanism of USB
Storage Devices Based on Linux
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Abstract; USB storage devices lead to data leakage easily. USB storage device access control technology can effectively prevent data leak-
age by USB storage device. Study the USB storage device access control technology based on the Linux operating system, and. propose
three possible access control mechanism of USB storage devices from the three levels which are user space ,kernel and driver respectively.
On this basis, analyze effectiveness and availability according to their characteristics and key technologies. As the demonstration, have im-
plemented three methods based on Linux kernel. All methods can be effective access control for USB storage devices.
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