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Design and Implementation of CD-SSO Based on SAML
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Abstract ; Because of the network’ s openness, systems in the Multisystem Platform ( MP) call for a higher security. To solve this problem
and provide the users of MP with unified and secure access to resources, it designs a cross—domain single sign—-on system { CD-SSO) ,
with which the users do not need to authenticate identity repeatedly during a multi—service process. It uses SAML assertions as standard-

ized format for security information and sends security element through SOAP message and uses WS—Security to protect message integrity

and confidentiality. It can guarantee the security while helping users visit.
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<policy name =" ManagerPolicy" >

< usernameForCertificateSecurity establishSecurity-
Context =" true" renewExpiredSecurityContext = " true"
requireSignatureConfirmation = " false" messageProtection-
Order =" SignBeforeEncrypt" requireDerivedKeys =" true"
ttlinSeconds =" 300" >

<serviceToken>

<x509 storeLocation =" CurrentUser" storeName ="
My" findValue="CN =MyServiceCert" findType =" Find-
BySubjectDistinguishedName" />

</serviceToken>

<protection>

<request signatureOptions =" IncludeAddressing, In-
cludeTimestamp, IncludeSoapBody" encryptBody =" true"
/>

< response signatureOptions = " IncludeAddressing,
IncludeTimestamp, IncludeSoapBody" encryptBody ="
true" />

</ protection>
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</policy>
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