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Design and Implementation of Identity Authentication
System Based on Digital Certificate

LI Xing-yi,LI Tao—-shen,CUI Jie, GE Zhi-hui
(School of Computer, Electronics and Information, Guangxi University, Nanning 530004, China)

Abstract; The identity authentication technology that can authenticate the identity of the sender and receiver is very important in the secur-
ity system. As a first security guard, it is used to protect the network information resources. It puts forward the designing methods of the
identity authentication system, constructs a model scheme and employs OpenSSL software package, Ubuntu as server operating system,
Tomcat as web server software to design and implement a network identity authentication system based on digital certificate. Meanwhile
an example which is a website login registration system is given to introduce how to implement identity authentication. This system which

consists of four modules includes login module, registered module, déta encryption module, digital certificate processing module. It can
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be used to identificate users who are using system. The system has good safety, easy maintenance and good expansibility.

Key words digital certificate;identity authentication; OpenSSL ;login system.
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