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concluded, and finally some hot questions are provided.

Abstract; With the increasing popularity and development of computer network, internet worms have become one of the important net-
=]

work system security threats. In recent years,intemet worms have a new change that is Zero—-day polymorphic worms, which could use
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metamorphic techniques and regard Zero—day vulnerabilities as its attack targets, it can evade the detection of the existing IDSes in short
mechanism is firstly presented, then some network-sifting and simulation- based detection techniques in recent years are analysed and

time. Therefore, research Zero—day polymorphic worms and detection technique is very necessary. Zero-day polymorphic worm’ s attack
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