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Hash Function Construction Based on Message Network
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Abstract : In order to improve Hash algorithm”’ s sensitivity and speed, a new Hash construction algorithm is proposed, where a weighting
network is constructed based on the message with some specific rules, and a mapping is established from the weighting network to the
chaotic complex dynamic network. By a bit iterative operation, the chaotic system with the adjacent matrix of the message weighting net-
work can get an output, which be symmetric exchanged and considered as the input of the next message block’ s operation. All the mes-
sage blocks can be handled similarly. By linear transformation and disables conversion, the output of the last message block can produce
a certain length Hash value, the length of which relates to the size of the network. Simulations show that the algorithm is extremely sensi-
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tive to the initial values and has excellent performance in one-way, confusion, diffusion and collision resistance.
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