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Research on Access Control in Digital Rights Management

ZHANG Wei, WANG Li,LI Yan
( School of Computer Science, Shaanxi Normal University, Xi’an 710062, China)

Abstract : Access control has become a difficult and important question of the digital rights management. In order to improve the efficien-
cy of digital rights management and reduce the access cost of control system implementation, propose an attribute—based access control
model of digital rights mahagemeht system. The model can also be successfully applied to the scoring system of digital examination. The
analysis of this model shows that security performance and the adaptability is stronger. On the one hand this model propose a new way to
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research on access control in digital rights management ,on the other hand it also contributes to the access control theory.
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ATTS A p.-- A p,=permit(S,R,0)

permitacce ss(S,R,0)=0nce( accessrequest(S,
R,0) A (ATTS A p, -+ A p,=>provision( ATTS)))

OB I RE AT AT AR AU B B — IR AT B
— {8 (Pay —Per~Use ) ; 15 ] 2 1 ¥ 1R B ) <€ $RAX
BN, H—RBREUAI . 2B A5 B4 ATTS f
WiE P.(i=1--n) WAL S T LU FIALH R Vi 2k
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B S i), e IR Z B % B AR 6 AE . Once 3R
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permitaccessgS,R,O) = Alays ((~ ATTS Ap,:-- A
p,V V! =accessing)=>revokeaccess(S,R,0))

If V=end

endaccess(S,R,0)=

Once ( (ATTS A p, -+ A p, = Compensationl ( ATT
SN

if V=revoke

revokeaccess(S,R,0) =

Once ( (ATTS A p, --+ A p, = Compensation2 ( ATT
$)
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ATTS A p,-- A p,=permit(3,R,0)

permitaccess(S,R,0) =0nce( accessrequest(S,
R,0)) '

AN ATTS A p-- A p,

permitaccess(S,R,0)=Alays((~ ATTS A p,---
A p, V V! =accessing) =>revokeaccess(S,R,0))

if V=end

endaccess(S,R,0)=0nce( (ATTS A p,-+ A p,
=Compensationl (ATTS) ) )

if V=revoke

revokeaccess(S,R,0)= Once ((AT TS A p,--+ A
p,=>Compensation2 (ATTS)))
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Stepl: ATT(S1) A ATT(S2) A ATT(O) A p;...
A p,=permit(S,R,0)

Step2: permitaccess(S,R,0)=0nce(accessreque
st(S,R,0)) A (ATT(S1)=(provision(ATTS1)) A
(ATT(S2)=>provision( ATTS2)) A (ATT(O)=>prov
ision( ATTO)) A p,-.. A p,

Step3: ((S1 ¢ SILISTV (S1. S1IE-S1. S1S) =S1T

| S2 ¢ S2LIST V (S2. S2E-S82. S25) =82 T) =srevokeac-
cess(S,R,0)

Step4: endaccess(S,R,0) V revokeaccess(S,R,
0) =Even( (ATTS A p,--
TS)))
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