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An Intrusion Detection System for Wireless Sensor Network
. Based on Agent
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Abstract: To improve the security of clustering—based wireless sensor network ( WSN) ,designed a lightWeight intrusion detection system
{IDS) based on agent. It was made up of four agents —monitor agent, detection agent, response agent and control agent , the four agents
worked together to accomplish detection. To reduce energy consumption, cluster head chose one node with highest energy and credibility
as monitor node . In the allotted time, the monitor node monitored communication behavior while others were sleep. To reduce false a-

larm rate, the cluster head carries ‘'out second diagnosis mechanisms for malicious after the monitor node found out it. Simulation result

showed that the system had good detection rate and low energy consumption.
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