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Rootkit Process Detection under Windows Platform
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Abstract : Rootkit is a set of procedures or code that is able to exist in a lasting or reliable computer system. In order not to detect the hid-
den process, Rootkit must use the technology of process hiding. The Rootkit process hiding is a kind of technology to run under system
platform and steal user information as a secret way. By analyzing the principle of Rootkit process hiding under Windows platform ,makes
a comprehensive study about the technology of Rootkit process hiding. According to the characteristics of the Rootkit process hiding, de-
velops a trinity and cross—mapping platform based on handle table for detecting the Rootkit hidden process. The experiment indicates that

the platform can detect most of the current Rootkit hidden process and takes good effect in practice.
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