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Meet—in—Middle Attack on 5-Round Square

WANG Zhe,ZHANG Wen-ying
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Abstract . Square block ciphers algorithm is the data encryption standard AES algorithm predecessor, the size of block, masterkey and
round keys of it are all 128 -bit. This article employs a four round distinguisher. Through the distinguisher find out that the third cipher of
Square can use some few constants under conditions, to decrease the attack’ s computations. Use this distinguisher to accomplish a meeting
-in-middie attack for five—round Square. This attack is faster than other attacks at the expense of an increase in the complexities of

memory and precomputation. The attack’ s precomputation stage of time complexity is 2% and space complexity is 272, time complexity

of the attack is 272,
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