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Abstract; As the security problems of the Web applications become more prominent, Web application authentication systems are more
and more important, and it is necessary to build an available and security identity authentication model. Present a kind of safe, interopera-
ble, practical identity authentication model, which is based on Diffie- Hellman key exchange algorithm. The model uses sharing encryp-
tion to prevent eavesdropping, uses random against replay attack, and uses MAC against tampering, which ensure the communication se-

curity between the application server and the authentication server. Also expound the details of the model design and analyzes its safety

. Finally, believe that the model is of high security, and plan to use it in the eID system.
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