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JQuery-Based Implementation of SQL Injection Attacks Prevention

LIU Yi,LIU Yi-he
(Computer Science College,Neijiang Normal University, Neijiang 641100 ,China)

Abstract; The main method of realizing to prevent SQL injection attacks is based on regular expression validation, sensitive character’ s
change, partly data” s encryption on the server . As is stated above, disadvantage of those method arc mainly embodied in the following
aspects , firstly on the server deal with information easily to create system resource are over—océupied,easy to create server—side denial of
service. Secondly mutiplex ways to compile web program,each script have each an opinion to prevent attack. Accordingly pmgfam is ab-
sent of readability , standardization. So discuss a method that is based on jQuery,and the purpose of preventing the SQL injection on the
client. As the same time,while taking advantage of the characteristics of jQuery open—ended program to make web more portable.
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Fi B =, HEREBIRS 25N H DOS Wit

2 SQLENBEM—MTE

SQL A FH P 345 57 FI A2 7 (9 W3, 3@ X GET %
# POST J7sUARZCHUE , IR B F MR (M %
AR S e 4 A\ S0 55 B0 BE ) 2 3 AL SQL 3 A e i A
fEo



- 178 - HENEARS AR

H21 %

T R SQL AT AR EBHE T,
2.1 B web fRS5ER4R 4t HTTP AR %43 OS

Hi bk R A htfp;//www. xxx. com/showNews. asp?
id=1010 Cxoox B BLALER) B8 IE 5 W %, #H4E URL i
FE K /NEFTHL, 10 http . //www. xxx. com/showNews.
asp? id=1010, QUARULARE WK, ikl =&

(1) AP R asp WIAESHE .

(2) BB ER PR ATREA — DT B ido

(3) 1248t web IR 55 ROBRAE R GEAR P BER (UK #R4E
RGN US, HAHARATH web IR 55 2% 2 Linux +
Apach (4% X4 K/NE ) 1 window server 2003 +IIS( N
K4 KANE)

BB R Ot web IR BYMEIR EE, M A%,
BB, AR B HECHRACE, Hid il
FEME DR, BRI AR, XX F—
MREFGMBEE, EENHTRIGELR.

2.2 SQLFEANMEFENLINER

BIMEASBERT R B — A LRk
BEREA S, B, W D A TH, #EMKEL, NBSI AT
LA [T web BR 528 BTG (AT A A i e i 9 B T,
R FERFRERSHP FBRARE, £,
F LW, #l 0 hitp://www. xxx. com/showNews. asp?
id=1010;and 1 =1 5 http://www. xxx. com/showNews.
asp? id=1010;and 1=2 QIR {4 REIE# BRI G &
AEEEH BRI T AR

A R — R R AL TE A S T S, FE A
T web R AMAEFTZE, REHAES (linux
T A shell A, windows T I8 bat X)) EF &
PERPATHA (linux FHEEM & F75, 2@ SRS
EHAT) , 4 A FT R A 1E W 3Rk X+ 30 0 %) B
SHE AT+ BEENGREEHNR, B A ATEA
VESE 1) SO R RE KB AR ok DU HAF e TE A T B — )
FEA LR EF AL =fy AR mz R AL
LR AR 77 2R b M iy 2 B 4R A I O R R o
2.3 BURERBMHAE

1| T HIR 55 45 B0 B PP 2 Y, ) 80 B 2 SQL
server 2000/2003 , Access , mysql, Oracle T [ — Rl #|
W 7 i K R A AT DBMS B B9 R 48 8 K P, B
T HE M R EAEIETE A S, http://www. xxx. com/
showNews. asp? id=1010;and select 0<>count( * ) from
sysobjects , 4\ 5 BT {f1 . B8 IF 5 {85 3B AT BB /2 SqlServer,
A 40 & http://www. xxx. com/showNews. asp? id =
1010 ;and select O<>count( * ) from msysobjects HEIF %
BRI access B FE
2.4 WBEERBZNHEG

B RN RZ N E RS RBOR TR &K

MANELF, BT LR IR i S AR T B i, i an
http ;//www. xxx. com/showNews. asp? id = 1010; and
Esists (select * from $§ %4 ) 8i# http://www. xxx.
com/showNews. asp? id = 1010;0 <> select count ( * )
from W RL , —RE LR BT R B ERARN
a2 EN ERERNFRF HREERNRSHREER
REARLZMBEN L, ARENET TRHEHT
i, AERNELEE WA ——HNERE-1TERE,
#HES WAL EAES &84T, REBBEARR
T
2.5 RPBREBEENER

SMELNFERETROESFRERFBEH R
PHFERS, MTEMRERE C R EFBRE, ik
R 88 . % A http://www. xxx. com/showNews. asp? id
=1010;and exists(select * from 343 ), HB B/RIEH
HIZRIIE. HETRAERHAMFEOKE, ¥HBT
BB AT, hitp . //www. xxx. com/showNews. asp? id=
1010; and31>(select topl len (FEY) from £4)., B
Ja— BTN %, T8 8 /Y 07 2N B A
F R P, B http.//www. xxx. com/showNews.
asp? id=1010; ( select top 1 asc(mid (F B 4,1,1))
from R4 ) >EF, AR F A H

R LBREE AR, IR R MR
WSRBEAE B B A E BB, AT LAFI A vbscript 45 5 B
F XMLHTTP $MY A , 352 i By 8t XMLHTTP X
FORBHE M TUREE B, X EAHER,

3 EF jQuery #HH4 LI BH IE SQL Injec-
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jQuery 2 javascript BYHEZRY) B A T DOM,BOM,
CSS, AJAX i H I RETE g K (A fh st A T DOM,
AJAX,CSS) , [Er & BEA TR, X FAE M AE S
HBAESTHERY , BT LAAE AT 9 i S i X S HEZR ML A 9
AT LAXHEAA] 4 P DT SE B SQL FEA W WA 15, 5 1R 3
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jQuery {53 J9 FE LK B3 4 HF & , jQuery X R
BANIEIFFR o AR FAEB OEIETT R I
R R A 1 A 2 ML A8 14 4 45 O jQuery. sqlln-
jection. js, f1F5 =2 R BB, jQuery. sqllnject. sqlDi-

alog R B Bl W G AL B R g, X A E b

T T 58t o 5 HE R S8 55 5 T, ] B AT A3 8 cookies {3
HARER —“IKIEARITIBE, jQuery. sqllnject. sqlGetlnj
ikt URL 7 i A 5. jQuery. sqlln-
ject. sqlPostInj 2B 1@ POST J7r slR AR HEA
Buii MM T $ (:input) ZRHR 51 b B A B 5 AHE X
856 val O) AR BUTA 195 A (S Bk ZEAT HI0T,
XRFEALES LT HA MR FAERmE L,

jQuery

| sqlInject. sqlGetInj I
/
| sqlinject.sqlDialog |
A1 s
T2 FREABE:

jQuery. sqlinject={
sqlDialog: function( title , content , width , height , cssClassName ) |

[ sqlInject. sqlPostinj l

var dialogFirst=true;
if ( dialogFirst = =true) {

$ ( “#containerBg” ) . remove( ) ;

$ ( “#container” ). remove( ) ;

var temp_float =new String;

temp_float =" <div id=\" containerBg\ “ style =\ " height : “ + $ ( doc-
~ ument). height( ) +” px;filter: alpha ( opacity =0) ; opacity:0; \“ ></
div>";
temp_float+ =" <div id = \” container\“ class = \” container\“>” ;
temp_float+ = “<div class = \"title \ “ ><h4 ></h4 > <span>close</
span></div>" ;
temp_float+ = “ <div class=\" content\“></div>";
temp_float+=“ </div>";

$ (“body” ). append ( temp_{float ) ;
dialogFirst =false ;

!

$ (“#container . title span” ). click ( function( ) |

e

$ ( “#containerBg” ). animate ( { opacity: “0” | , “normal” , func-
tion( ) | $ (this). hide();});

$ ( “#container” ). animate ( { opacity: 01}, “2000” , function ( )
['$ (this). hide() ;] ) ;
1) 57/ 3 ESOR , ek DR i PR 58
$ (“#container . title h4” ). html( title) ;
contentType = content. substring(0, content. indexOf( “:” ) ) ;
content = content. substring ( content. indexOf (“.”) + 1, content.
length) ;
switch ( contentType) |

case “text” :

$ (“#container . content” ). html( content) ;

break; /W] LI T HEE B IR
case “url”; // example“url:post? admin. asp? username =" +liuyi
+“&pass=" +liuyi+“”
var content_array = content. split( “ ?” ) ;

$ (“#container . content” ) . ajaxStart (function( ) |
$ (this). html( “ program loading------ ]
1)
$ . ajax( |

type : content_array [ 0 } , url ; content_array[ 1 ] , data; content _

array[2],
error : function( ) |
$ ( “#container . content” ). himl( “request error 1”7 ) ;
b, /BB T ) R B K 4R

success ; function ( retumninfo) {

$ (“#container . content” ). html( returninfo) ;

s
break ;
J
$ (“#containerBg” ). show( ) ;
$ ( “#containerBg” ). animate ( | opacity:“0.5" } ,“slow” ) ;
$ ( “#container” ). attr( “class” , “ container” +cssClassName) ;
$ (“#container” ). css( { display: “block” , left: ( { $ ( document).
width( ) )/2—( parselnt( width)/2) ) +“px” ,top: ( $ ( document).
scrollTop( ) —(height = =“auto”? 300 parselnt ( height) ) ) +“px”,
width ; width , height ; height , “ background—color” : “white” } ) ;
$ (“. content”). css( | padding: “20px 25px” | ) ;
$ (“#container” ). animate ( { top: ( $ (document). scrollTop ( ) +
200) +“px”} ,“slow” ) ;
b,
sqlGetlnj ; function( ) {
var urlvalue = window. location. href. toString( ) ;
var urlarray = urlvalue. split( “?”
var arrayl =urlarray[ 1] ;

var sql_inj=new Array(“"",";“ ,"or”,“and”,“not”, “select”,

“updte” , “insert” , “drop” ,“~=",“sp_" , “create”, “function” ,
“grant” | “revoke” , “union” ) ;//JSON ¥ 5k XML B DAACEE B
H,HEH $ . getISON() SRARBUBE 3 7 f§

var htmlbj =“<div class= ‘ urleontain’ >+ " arrayl +“ </div>" ;

$ (“body” ). append( htmlbj) ;

$ (“. urlcontain™ ). hide( ) ;

for(var i=0;i<sql_inj. length;i++) {

if(( $ (“. urlcontain” ) . html( ). indexOf ( sql_inj[i] ) ) >0) {

$ . sqllnject. sqlDialog( “4H %", “text:you are attrack my website” ,
400,150, “ cssClassName” ) ; }

J

i,

sqlPostInj ; function( ) {

var valueNum =jQuery(“ :input” ) . size () ;// % AHE )

var values=new Array( ) ;
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var temp = H
for( var i=0;i<valueNum;i++) {
values[i]=( § (“:input;eq(”+i+")”).val());
temp+ =values{i];
!
var sql _post_inj = new Array (“°7,";“ ,
“not” ,“select” , “updte” , “insert” , “drop”, “sp_"
“function” , “ grant” , “ revoke” , “union” ) ;//JSON ¥(4E 8% XML nJ
PUMREBR B, HHEA $ . getISON() SRIKBUBIE & /8
var htmlbj =“<div class = ‘ postcontain’ >+” temp+“ </div>"
$ (“body” ). append (himlbj) ;
$ (“. postcontain” ). hide( ) ;
for( var i=0;i<sql_post_inj. length;i++) |
if(( $ (“. postcontain” ). himl( ). indexOf( sql_post_inj{ i]. toSiring
(),0))>0)1
$ (“form” ). remove( ) ;//W3F DOM H45H
$ . sqllnject. sqIDialog( “ BlisE " , “text:you are attrack my website” ,
“400” ,“150” ,“cssClassName” ) ;
break; }
!
}
bs

" " " ” <« ’”
—-=""or”,“and”,

« ”
, " create”

AT B9 P 50 A R X A L RE S B et
fBU% SQL iBA] L BB Lk SQL A, R B 81 M 5T, A
TR FETUE AR I, W LR EARAE Y — AT AR
fbf U iE 3@ include 15 R B FIZ W@ FAK
HEWTF:
<script language = “ javascript” src = “jquery—1. 3. 2. min. js” ></
script>
<script language = “ javascript” src = jQuery. sqllnject. js” ></script
>
<script language = “javascript” >
$ (function( ) {
$ . sqllnject. sqlPostInj( ) ;
$ . sqllnject. sqlgetInj( ) ;
£)s
</script>

jquery—1.3.2. min. js J& jQuery 2 5 Xt R ) $f 42,
jQuery. sqllnject. js A M. 1B 42 )5 R AT LA
1T EEB Ak SQL AR SR B,

R T N R R SQL HEABGE 8 R, R A
TRy RE A E RERG 8 OB TR (S
FAAFEA G BT R) AT B LA BOR B,
EHEFRRAZER, BT SQL AR 89— MK
YEfIR TR, RIS SR TR AR IET REFASE
EEERAEL B Y. PR EXTIS AR, 7 LRI A js
BRI BB A ( TaskRunnner) FI5E G R SCE A AF
EBRFERE,

HEXW: .
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