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Access Control Model Based on Time-constraint and Context
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Abstract; With popularization of network application, access control in distributed environment has attracted increasing attention. As a
new distributed computing model, inherent heterogeneity, opening and highly dynamic nature of Web services determine that it requires
more flexible, fine—gained and dynamic authorization mechanism. It is more and more unsuitable for existing access control models and
mechanisms to meet the requirement of securing the services in the SOC environment. A dynamic access control model based on time-
constraint and context ( TCDAC) was proposed in this paper. The model extends role—based access control. By introducing time-con-
straint and context concept, the authorization of access control is related with time, and access control decision can be made dynamically

according to context information. It improves the security of resource access, and satisfies the demands of service—oriented system for dy-

namic access control.
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