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An Authorization Delegation Model Based on
User Security Levels

SUN Cui-cui, ZHANG Yong-sheng
(School of Information Science and Engineering, Shandong Normal University, Jinan 250014, China)

Abstract : Delegation is a very important part of access control model and has become an important access control management mechanism
under the distributed computing environment. An improved authorization delegation model based on user attribute is presented. Delegating
role to users not only consider the user’s position, but also the user’s trustworthiness and ability and then make a user attribute levels, the
different attribute levels correspond to different roles and thus correspond to different access permissions to control users’ access. This

model is an attribute — based role delegation model. Compared with the traditional authorization delegation model, this model has a fine —

grained access control and higher security.
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