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Malicious Code Splitted and Inserted Based on M Sequence

ZHANG Deng-yin, ZHAO Xiao-qgiang
(College of Computer, Nanjing University of Posts and Telecommunications, Nanjing 210003, China)

Abstract: The life cycle of the malicious code includes generation, transmission, hidden and disrupt. Among there, hidden is extremely im-
portant in the life cycle. In order to prevent the attack of malicious code, the principle and key technology of the hiding technology must
be researched. Now, the deep hiding and detecting technology of malicious code has already become one of the research hotspots in the
field of computer security. In order to have a deep study on the malicious code, firstly introduces the technology of splitting and inserting
and the technology of obfuscating transformation for malicious code. Then basic the randomicity and all condition reached characteristics of

M sequence, a technology of splitting and inserting based on M sequence is proposed. Test showed this method can improve the randomici-
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ty and anti — analyze ability of malicious code.
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