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A Security Routing Protocol Design Based on Reputation Systems in
Wireless Sensor Networks

LI Ling, WANG Xin-hua,CHE Chang-ming
(School of Information Science and Engineering, Shandong Normal University, Jinan 250014, China)

Abstract: Wireless sensor networks are different from traditional networks, so traditional secure routing protocols cannot be applied effi-
ciently to them. Therefore, secure routing issues become emergent in wireless sensor networks. To the problems of threat to routing securi-
ty and limited energy of the nodes in wireless sensor networks, present a new routing protocol named R ~ GEAR. This protocol is based on
GEAR and reputation evaluation mechanisms are added to GEAR to detect attacking nodes; Moreover, improved GEAR in the energy con-
sumption aspect through data aggregation. The simulation result shows that R — GEAR protocol has higher packet delivery ratio and lower
packet drop ratio than GEAR protocol while attacking nodes exist.
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