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A Semi — Supervised Clustering Algorithm for Application Protocol
Recognition Based on NetFlow
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(Beijing Key Laboratory of Network Technology, School of Computer Science and Engineering,
Beihang University, Beijing 100191, China)

Abstract: The traditional protocol recognition algorithms cannot adapt to the current complex and changing network environment, espe-
cially in the P2P applications, which use a wide range of dynamic port. Therefore, the limitation of the traditional port classification
method, presents the semi — supervised recognition algorithm based on NetFlow. With NetFlow technology, through the sub — space clus-
tering, select the main properties set, using semi — supervised algorithm on NetFlow data for identification application protocol. The re-
sults show that semi — supervised clustering algorithm for application protocol recognition base on NetFlow, the measurement accuracy is
better than the traditional recognition algorithms to effectively solve the problem of today’s complex network protocols recognition.
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