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Abstract: The USIM card stores private sensitive defense data of user and it is very important to enhance the security and confidentiality
of data. By researching the security of authentication and key management of 3rd communication, analyzing the ciphering mechanism and
principle, design security module architecture of chip operating system, implement the authentication algorithm of AKA, and design a file

access control mechanism, message authentication, data encryption for communication. Experiment resuits prove that the system is vali-

dated to accord with international standards and industry standards, run stably, effectively and safely.
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USIM AUTHENTICATION BEGIN

writeUART( &INS,1);

readUART(DAT, LEN) ; //78%RE SO, B APDU 4
H &) DATA 3% , Bl U8 RAND| | AUTN

memepy(rand, DAT + 1,0x10) ; //BURI4& ¥ & 1% &8 128 bits
BEME RAND

memcpy(autn, DAT + 18,0x10) 5 //HX 128 bits tAIE 2 b 3K
# AUTN

memcpy(sqnandak, autn,0x06) ; //H SQNDAK

memcpy(amf, autn+6,0x02) ; //BX AMF

memepy(mac, autn + 8,0x08) ; //BL MAC

2345 (key, rand,res,ck,ik,ak) ; /AITEE £2,13,14,15,
HHE S RES,CK, IK,AK

sqn=sqnandak" ak ; //H AK % E i SQN

f1(key, rand,sqn,amf,xmac) ; //i8 HHBIAER MAC

if( mememp(mac,xmac,8) = 0) //78FUEH , 81 MAC

{

if(compareSQN(sqn) = 1) //BRIEMEIE%R SQN B EHE
EXTEEA

{

send_ auth_ re_ data(res, ck, ik) ;//%& 3% % BURL I £ R 5 %
#,E | RES,CK, IK

!

else

| 7/F3ERI RAHBRRX AUTS

memcpy(sqn, sqnandak,6) ;

milenage - auts(key, rand,auts, SQNmax) ;//g 1,15, %
BLAERI I, Fa IR AT BT I A9 SQN B k(B 15 48 ik k1T
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}

else

{
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AUTS

}
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Typedef struct
{

unsigned short fileld ; //3CHFIRIR

unsigned short fileSize ; /730K

unsigned char fileDes[4] ; //3CHH#REF

unsigned char firstRecordNum ; //48FBLKICFRESE —%
LR, AFIEH
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unsigned char lifeCyestatus ; //2E AR A

unsigned char noOfDF ; //H{HFETH DF 8

unsigned char noOfEF ; /%481 H# T EF 5 H

unsigned char arr. num ; /P RIFLRNE RS (R
2F06 T RYIERS)

unsigned long parentDirAddr ; //%4Rj HRHXEF
IFCB ;
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