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The Description and Validation of ARP Protocol Based on TLA
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Abstract: With the development of computer network, more and more people are paying attention to the security of network. The ARP
attacking is a very special mode of network attacking, it will destroy the data of host computer. In recent years, a foreign researcher,
Lesilie Lamport, puts forward a new logic: temporal logic of actions(TLA), modeling the concurrent system to put to use this logic can
relieve the pressure caused by the state space exposion to some extent, it can express process and attributes in a language at the same

time. Introduce ARP protocol . Specify the ARP protocol with TLA + based on the temporal logic of actions and validate it with TLC and
find a path of attacker.
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SRevR : R EHLBI BARPLR %K A ARP R

STSend : ¥ EHLL BRHLREHIEM

TRevD : BRHLR B EVL 25 R AOBIEM .

XA FAB S HMREZE R :begin, run, K, L,
g0, chan,

begin AR EH LR EEE ARP BfiEH;

run FIRIEH R B ARPHK;

KRE—ilill, CHAX K% ARPiFK;

L B—1ilill, BRIk &R MAC il ;

chan & —V@il, Ak R EHIEM

F=AREBESR IPEARR ARP B3R, MAC
EERAERFERPH MACHEIE G, IPN £/ &
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EXTENDS Naturals, Channel
CONSTANTS IP,MAC, IPN
VARIABLES begin, run,K,L,go
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KChan = INSTANCE Channel WITH Data < — IPN,chan < — Hbht = /
K TBSend(repy) = A begin = 1 A go = 0 A LChan ! Send(“44

LChan = INSTANCE Channel WITH Data < - MAC, chan < -

vars = < <begin,run,K,L,go,chan> >

ARPInit = Alnit /* MEREBEL » /

Abegin = OArun \ in {0,1} AKChan! Init A LChan! Init A go
\in {0,1}

ARPTypelnvariant = AKChan! Typelnvariant / » SRR & &
X#/

A LChan ! Typelnvariant A Typelnvariant A begin \ in {0,1} Arun
\in {0,1}

Ago \in {0,1}

/» 23 1P #uhik 5210.40.7.187 M EHLR B ARP B &+
LHHEERTE un ERAN 0, BN 17 * /

Detct = Abegin = 0 Arun’ = IF “210.40.7.187" \in IP
THEN 0 ELSE 1
Abegin’ = 1 A UNCHANGED < <K,L, go, chan> >

SSend(ipadr) = Abegin = 1 /833588 K "3 ARP R « /
Arun = 1 AKChan ! Send(“210.40. 7. 187”) A UNCHANGED
< < begin, L, go, run, chan> >

/+run =0 EBIEEERY IP #ubt 75 ARP S22 Br L B 85l 8
il chan A BIEN « /

SSsendD = Abegin = 1 A run = 0 A Send(“frame”) A UN-
CHANGED < < begin, L,go, run, K> >

TAWRcv = A begin = 1 7 » BF#1210.40.7. 185":&¥JJARP
R/

A KChan! Rev A go' =
ELSE 2

A UNCHANGEDX < begin, run, L, chan> >

TBWRev = A begin = 1 /* BI#RHL“210.40.7. 186"t H] ARP
R « /

A KChan! Rev A go’ = IF K. val =“210.40.7.186" THEN 0
ELSE 1

A UNCHANGED< < begin, run, L, chan> >

TCWRcv = A begin = 1 /* BF#HL“210.40. 7. 187" X B] ARP
R/

A KChan! Rev A go’ = IF K.val =“210.40.7.187” THEN 0
ELSE 1

A UNCHANGED< < begin, run, L., chan> >

/% BFHL“210.40.7. 189" }(B) ARP R » /

TDWRcv = A begin = 1 A KChan! Rev A go’ = IFK.val =
“210.40.7.189” THEN 0 ELSE 1

A UNCHANGED< < begin, run, L., chan> >

7« B9 210.40.7.185" &% ARP RIEH 4015 B © M MAC
sk« /

TASend(repy) = A begin = 1 A go = 0 A LChan ! Send(“44
-45-53-54-00-00")

A UNCHANGED< < begin, run,K,go,chan> >

/* B#5¥L“210.40.7.186" R % ARP Ri%&H 1% A 2 8 MAC

IF K. val =%210.40.7.185” THEN 1

~45-53-54~00-28")

A UNCHANGED< < begin, run,K,go,chan> >

/* B##1210.40.7.187"W 3] ARP HRE P EIFEHSH MAC
Huhk * /

TCSend(repy) = A begin =
45-53-54—-00—36")

A UNCHANGED< < begin, run, K, go, chan> >

/* B#5#H1“210.40.7. 189”138 ARP R H P45 A 2 9 MAC
ik * /

TDSend(repy) = A begin = 1A go =
45-53-54-00-21")

A UNCHANGED< < begin, run,K,go,chan> >

7+ WEHKD) B 47 EULRE MBS RS €1 MAC sifit » /
SRcvR = A LChan ! Rev A L.val =“44-45-53-54~-00—
36” A Send(“frame”)

A UNCHANGED< < begin, run,K,go> >

/7 BIRHLENIR EHLRE R BB « /

TRevD = A Rev A begin® = 0 A UNCHANGED < <run,K,
L,go>>

/= P T~ s« /

ARPNext = V Detct V \ E ipadr \ in IP : SSend(ipadr) V
SSsendD V TAWRev V TBWRcvV TCWRev

V TDWRev V \ E repy \ in MAC : TASend(repy) V \E repy
\ in MAC : TBSend(repy)

V \E repy \ in MAC : TCSend(repy) V \E repy \ in MAC :
TDSend(repy) V SRevR V TRevD

faimess = A WF_ vars(Detct) /* 17 AT HLIH « /

A WF_vars( \ E ipadr \ in IP : SSend(ipadr))} A WF_ vars
(SSsendD) A WF_ vars(TAWRev)

A WF_ vars(TBWRcv) A WF. vars (TCWRcev) A WF. vars
(TDWRev)

A WF_vars( \ E repy \ in MAC : TASend(repy)) A WF_ vars
(\E repy \ in MAC : TBSend(repy))

A WF_vars(\ E repy \ in MAC : TCSend(repy)) A WF_ vars
(\ E repy \ in MAC : TDSend(repy))

A WF_vars(SRcvR) A WF_ vars(TRcevD)

ARPSpec = A ARPInit A[JLARPNext] _vars A fairness

1A go = 0 A LChan ! Send(“44 -

0 A LChan ! Send(“44 —

CONSTANTS IP= {“210. 40.7. 181", “210. 40. 7. 182", “210.
40.7.1837,“210.40.7.184"}

IPN = {“210.40.7.185",“210. 40.7. 186", “210. 40. 7. 187",
“210.40.7.189"}

MAC= {“44—-45-53~54—-00-00",“44 — 45— 53— 54 — 00 —
28”,“44 - 45-53-54-00-36",“44 - 45— 53~ 54— 00— 21"}
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Data = {“frame”}
SPECIFICATION ARPSpec
INVARIANT ARPTypelnvariant
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REF=HFENMAREII . EHEE ARP F, A
Wt FETHRIT
ItuderRev = A begin = 1 A KChan! Rev
A K.val =“210.40.7.187” A go’ = 5 A UNCHANGED< <
begin, run, L, chan> >
ItuderSend(repy) = A begin = 1 A go = 5 A LChan ! Send
(“44-45-53-54-00-99")
A UNCHANGED< < begin, run, K, go, chan> >

R MTAHAHEMRBRRAGEREBEENY
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-00-99 REAREN , REEEVRSHERIEM R
EWEE. TERIE—BY:
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X&RERBMFREVLEE ARPER, HVE
NEBE— KRBT ENEXROEHEN. BEH
TLA#RMF :

EXTENDS ARP

Propertyl = [ ]< >(KChan ! Send(“210.40.7.187")) A[1<>
TRevD

THEOREM Spec = > Propertyl
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RE2RAER ARPEFER RS I RFELERSE
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P K o 0BT ARP ESRBEHE BREAEHLES
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STATE2 |————Jp| STATE3

STATE 1

Ssend
(ipadr)

ItuderRev

STATE 5 | STATE 4
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