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P2P Flow Control Based on Netfilter /Iptables Kernel Extension
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Abstract: In order to alleviate the network bandwidth traffic impact caused by P2P flow for the rational use of network resources, better
protect the network QoS by accurate identification and measurement of P2P flow traffic. With the development of P2P application , the
traditional method that detects the P2P flow by the according port can’t meet the requirement of P2P management. Describe the advan-
tages and disadvantages of P2P applications, analysis of the Netfilter framework and Iptable expansion technology, as well as the charac-
teristics of P2P protocols. Describe how to use Netfilter / Iptables framework for kernel extension to implement P2P traffic identification

and management, and conduct a brief analysis and summary. From the results of analysis, P2P traffic identification and management is im-

proved obviously.
Key words: P2P; Netfilter; Iptable; P2P signature; flow control

0 3l & '

P2P NG LMMEEHRES EEHELEM
XEH,EFMHEBETEE. RPREANTUEEE
BRI AP RN S X, A RR S TR
EEIMFBEVR S TH. RPH—-ITEERSE
BUEE B RELTE R LA K R PO R A R “JE
AR A R S R T,

YA PP AR FEN AT XHHEMZH, AKX
ZRATREHZHREXHHIEZT L8R, #EHHT,
P2P R FHE &5 ISP Mk 45 S B 60% ~80% , A% 0 M 4%
WRBEKHERED, R PRPHHFRNENES
BAEE B — BRI, XI—ETFTRPEFDN

WA B H3:2009 — 10 — 26, #E B #§:2010 - 01 - 28

LT B T H AR B (BG2007045)

HEEWA RHTO983 ), B, IREZEAN B L4, FIRF R
HHVLARRERRARXRNE R 4,8, SR TRIF, BFRY
B A EYLEE R R P HEAR,

PrBURREE, SRR WRHR T E KM, F5E
FROMNRBHSEMUBHFTEE LR Ik, X
i 7F Netfilter/Iptalbes HE42 T SLH A — 1 P2P #ii
BB RS, ZRSGERERB NI E L P2P %
B, ST ERUIR P2P REX MR m,

1 Netfilter/Iptables BI3 B AR

Linux # B 2k 5% Netfilter/Iptables RHE E B EIEH
ANBEARN:E XFENZZ B 5 FHESR Netilter,
Bl EIER, KIEAXERE, HPEEXHETR
SHI L 7E Netfilter #E 2R & X MRS M “IP K.
“HEETRNCHLN" 72 P S 1A S B AY R AR Iptables
TFHEABHMBBREEGLERPFHORM. &F
Netfilter 2289 N A, BT D438 o 85 B2 A N AR AR B 4L 3k
SLIF IR R, TE A 189 (Netfilter/Iptables) 1 ]
LB PR R R BT JOR BT 5 R
J& Netfilter Bt REHXNZERIAR, EEEMEX
H48F LM AT RE SR — R B IP RE



- 102 - HENBARS R R

H20%

WMEMRXYICEAREMBIRRLHFT IS VR IP
KRN AAENEEANBT TSR EEREX. VB
IPRFERE NERAPFFOAE, SRR
TEFRHWREQREAMAR, AP rRBRET
Iptables $T AT ST MBI ILEBE

Netfilter A& Linux WK —#B5, B Linw2. 4
TR ARGEERM, EXFETREERGAN con-
nection track BIHRIC BN ) I B K% 45 . Netfilter £ —
MRS HEOMELR, FTUEE YN E EEic—
EEMA AL, IN7E NF_IP_. FORWARD & _&ig
AEREROTEENRE, B EFERHX
SBTH BB AY, LT AR B O AL B R 4T,
X RA B R BT B, LASE BN B oK 45 5 uE Th R
MMy B, Netilter HEMINE 1 7R, BE—
263% (rable) HAL, MX B RELETHEKAXREHER
i AL A

I &% 1 (chainl )
%1 (tablel ) l
.r 3 % 2 ( chain2 )
Netfilter i T o — .us
22 (table2)

B 1 Netfilter EER LM
Iptables ER B HFE X T 3 4% :Filter, Mangle
Nat, —MFRIRIE— A B9 B KOE I (rules) 19

A1), Filter RELI AT 18 (INFE RLHE
otuk, W 2 B % Iptables B Filter &),

0

2 P2P HhiS4F4ERS

BEHBEHE P2P, iR E L FREIR B S P2P W%
MR, HEEF BitTorrent 72 FF WAL &9 2\ FF, P2P R FH
BBk, G0 o B MR B P2P 4R B
BN R EMENE, —F AT ERE
FE L B A P2P 3R AW O HE P2P MR, B
IXFTHES B 1 P 3 o B0 O A LA R R TG 35 IF 4
o AoMnR P2P R A4 RES shAR AR oG O, WX
FEMTCREN /1T . BN BitTorrent i % 7E 6881 %
FWET , % OB A, U — B 2 B 6889 (8l

%1 Netfilter 1222 3 # 55190

K5 HRA fERIXIER LAk
1 NF-IP-PRE.ROUTING gg)\mﬁ)%m P ¥ WAL B
2 NF-IP-LOCAL-IN RiERye P REE MiBBAS
3 NF-IP-LOCAL-OUT FRREMN PRIES SRHHE
4 NF_IP.FORWARD WEREN PRES UIR#EE
5o TSRO papmmpanse L

sk AR S MR ER 5 5 7 P2P B KGH
P& BB AR ER R IR ML HIE . BT LUEE 2% 48
% P2P W R4 FL TS BEBA 45, 20 BitTorrent. eDonkey
M eMule FHAAEBA PR M BT 45, 407 6 EA
BERET LB AR, 103 2 BT 5100 o7 LU i 4
2k P2P PIZEUIE A0 Hrxt BLFFAERS , A & P2P B K
HBARBRHAT, X AT LGB ST sniffer B2 3R P2P
R R B R, BT F T, AP R 5
RS, sk 3 R,

Mangle RHREB BRI, Nae egp | 0E

ul
e
B
'

BEME AL TSR, BT EXHETH
(chain) AR, MBI HEXE—K£HNEEHM
EE Mo X LEHL IR PR E Iptables 214 4b
HRERFEOBRAKSE. Iptables 7 Lin-
ux PRI ESE 2 Iptalbes A4 SR LI,

- HAh, BT Netfilter HEZRH R BB I8
B REEE, TR T RMNEIR S NS
WERESR. ATHBZKEW, Linux 7£
IPv4 BHAR P B X T 5 MEERA, LEX
MR EIR AT B IRYE. HESMMEIE 2 %
FHAo

i8it Netfilter HEZR R LM APL, BRI ZE H 3 5 €

MBS HRPCREH M ESIEall, sirERAR
BnE 1 Fim.

O HEELE

ey )

O s
B2 Ipiables T4k A AL B R 45

3 P2P R EBEIEH Netfilter/Iptables 1 %
¥R

3.1 7& Netfilter #3827 09 VT &L &8 4
TE Xt Linux N ¥ /B Netfilter HEZE BT, A T X H



o6l B ES BT Netfilter/Iptables WEH R P2P it E - 103 -
A2 5 PP I reg— >hook = filter_ p2p- flow. It B HE KL IAY %
REFRF MY E3i7) IP gk /b RACEHT
eDonkey Oxe3 0x9a 26 static unsigned int filter_ p2p- flow (unsigned int Hook. Num,
0x96 14 struct sk_buff * * Sk_ Buf, const struct net. device * In. Dev,
eMule Oxc5 0x92 10 const struct net_ device * Out. Dev, int ( * okfn) (struct sk buff
0x93 10 ©))
Kda Oxcd 0x50 12
0x59 10 {
N struct sk buff Sk_ Buf_ In= Sk_ Buf;
i 3 ¥ P2P AR SRR AR switch (Sk.Buf_ In— >nh. iph—~ > protocol)
P2P {4 A K FHIERS {
BitTorrent BitTorrent protocol case IPPROTO_ TCP;
Gnutella GND 8# GNUTELLA return (p2p_ In_ Use = p2p_ Parse_ Tcp(Sk-Buf-1n));
KaZaA KaZaA case IPPROTO. UDP:
Ares Galaxy PUSH SHAI: return (p2p-In_ Use = p2p- Parse_ Udp(Sk_Buf_In));
¥ (KAMUN) KamunPeers protocol |
BETM® BaiduP2P
BE query }

XF P2P P4 B A TR S B, (T AN B AR RS A
B HI RS, TR AR RRE RS R I H R R E A
BB S, T 5 B8 T3, T ER B %
BREBHBRTHITAR. REBXHFEARGIWT:
BitTorrent| BitTorrent protocol | | — 11

HA w3 —F P2P G —17, B3
B3, ERB AT . XHFRNE 138 P
2 PRI 58 2 BINRRIERS; 5 3 B s LMET I
FORHET; 85 1 A RIS, B -1 RARgsE
&%, 0 0 M EF, M EBNRRNZRBEIECH R
W ( PR, $ 07 KBS) , UDP 84 52l , /T &
R 2 AR,

e, BE A 2.4 BRAH, BE IR A Net-
filter HESRAT A 20 FA 40T eR % 1a] X TEAT B & SCALHR
A%

void nf_ register. hook (struct nf. hook_ ops *
reg) ;

T REIN T -

void nf_ unregister_ hook (struct nf_ hook_ ops *
reg);

XEA R A O S EIERAE LT :
struct nf . hook _ ops |

struct list head list; //— &% & {NULL,NULL} ;

nf_hookfn * hook; //8 & X AYHEER R

int pf; //—f& 5 PF_INET;

int hooknum; //EFEHIHEER S ;

int priority; //fF1EZ M R BGE T BLE L

bs
VRN Netfilter TR TERRITTFHRBL,
WBWRER(E 3) B E X REL . filter_ p2p_. flow, B :

BAREEA

L EeL o S
| ASHERUMIARIE

W 4 2 Y P2P L L R
&, EELASR

l €% )

VA i 1 X2 B P2P UL A 4
¥, BEEREE

gk i l

B3 HEOLLTAELA

3.2 Iptables My S ITEE

BT BIHELS Netfilter ¥R 2P HERE
RS, B P AT LAGE A Iptables Ay 447 SEBLXY A9 4%
Netfilter FJRARERIE, 0 T 88 HUR 494 17 L ALIE TN,
FE AR register_ match X#fTHM, EHAOS
BNLER iptables_ match, PR B EZE M E R N parse
PR ¥, 7E parse REHPRTEZ BN ST SEGHETRE
MR, B M TR AR AR EAER REE
A libipte FE 324t B9 ipte commit () PR A AR
BERAETER . 7 libipte/libipte. ¢ FREXT ipte- commit
O (B TC.COMMIT()), EREHEREZE T —1



- 104 - HHEHERERR

struct ipt - replace £514 , Fi 2 1 3R £ W By ¥ X% B4 2% (fil-
ter) il HOOK & (FORWARD) %15 &, H 7E /5 B tn
MATIX K FLM AY 4 struct ipt- entry G514, HE X
HHARSS , iptc— commit( ) VA FH setsockopt () R EE 1A 3k
JA LA BRZTER . TER P A3 8] VE A R SR A
FPEEE % F Netfilter B 735 B A setsockoPt #1
#, 5D RABB R LLRIRN setsockoPt A fEHE
fRE SR setsockoPt () (3 F setsockoPt B 15 2
setsockopto) , 3¢ Hi& 4 A 1k R A IPv4, IPv6 il DECnet
12

HIBHIFIFEXT P2P W BT Y DL AC BF LR fil-
ter_p2p. flow J& , VA BR¥X register_ match 3647 5 M
GBS s, AT LUE S Iptalbes 78 SCHH BL RY
PLECH, A R ARG & L, WTLASEEL P2P B
BTG, FRETEXEABNERNNER, E2L
LI EFE TR EFHIEQ, e R kR
MR EEERE , XS BIAY Iptables LB T (4 RBL
M SATIRA)

# iptables — A FORWARD - p all —m filter_ p2p-
flow — —bit —j DROP

# iptables — A FORWARD — p tcp — m filter_
p2p-flow — —ares —j DROP

# iptabless — A FORWARD — p udp — m filter_
p2p-flow — —kaza —j DROP

IXHE B A4 SR BEFE BitTorrent. ares. kazaa iX 3
P2P MM BN, ETROLBROSHBSIEER
£+XF BitTorrent #475047, I HL At T X LA,

4 SKBIH

BEEEWE, AET RS PP RESEEALL
X3 H WA P2P R, 40 BT A BP 86 LA R, 7
AR s pE M MR PR B, BAREFHY BEE
71, AT R FREF R AR BE IR, R BESF P48 19 QoS. 7EH
4 PEH T RNE E i O ZE W B O T A LU, BN
g I REE, LA LR filter_ p2p_ flow B
B2E., RENRERE NS =0 SR IR, £
BHE—MELE MR R KB A, X T — AT
ReRIMWMERA, GFESEERODNFREFEHN
HE

e B3} BitTorrent 34 LA /N O B hn, K78
— B ENRBERE LA, HRERNMERLA
Frigm . CRAFEBAYY B filter_ p2p- flow Xt JL
A B4R P2P R R AR AP HBR S RER 4
FR7R o

K208
35
3 -
25-EFiE
& off
5
£ 18}
E-]
1 2
o5}
% 50 100 750 200 %0 300
timeimin
B4 LEHZwmosIbE
F 4 TR IUARAR R R &R A
8237 B=87 g ] PR3] WKL
- bit BitTorrent TCP/UDP =873
— xunlei B TCP/UDP RAF
~ kaza KaZa CP/UDP R
- emu eMule TCP/UDP RiF
5 &®RiF

XHAAT P2P, AR B ROFRRBIE, T
% P2P MBX P& ERAFREW, 5B NS
BER, SCHP R T A FIRERS RG] P2P &R BN
%, 3 FI A Linux W $ ) Netfilter/Iptables HEZ2%] &
LN P2P B, M H Netfilter/Iptables B H BRI
B RIEVE, TEIKHESR b 0T DL O5 (3 s % By K 3% AT Th 88
TR, FER B R ORUE T $ il A w2 B, T AR S
M E e Ed R AW AR BB EY B
KIEThEE. T —Hr Bt — TR R P2P M3
ERAH S, X P2P MEBIEEA ER AR
#,

$E Wk

(1] Skmedd, xT3%, RFAR, %, R MHERP2P)HEAR[]].
HENTRS5RIA,2003,39(12):142 - 145.

[2] Stein ] H. Architecture and algorithms for intemet — scale
(P2P) data management[ R]. Berkeley: Intel Research,2004.

[3] Yagi S, Waizumi Y, Tsunoda H, et al. Network application
identification based on transition pattern of payload length[ C]
//WCNC. LasVegas, USA:[s.n. ], 2008.

[4] Sen S, Spatscheck O, Wang D, et al. Accurate, scalable in —
network identification of p2p traffic using application signa-
tures] C // Proceedings of the 13th International Conference
on World Wide Web. New York, NY, USA: ACM Press,
2004:512 - 521.

(F#% 108 M)



+ 108 -

HEHERSRE

208

FIBR . "4 Tsallis X XUBHLKE 53 Bl 8k, AMUE
BAFEHHER, EEBERMETRANGEERESE

- o e

rq

. L ;
Tsallis X M0TE

Tséllis A
B4 mABBRSHLER

THErsallis FXHEHSR

FOAERCLKH T BB oEH. AR RERES,
BATEEREORE R, T 4 Teallis XX EHKRE S
B ERE—MERB I ETE.

B2 300K :

{11

(2]

(3]

[4]

(5]

[6]

(7]

(8]

(9]

Pun T. A new method for grey — level picture thresholding us-
ing the entropy of the histogram[J]. Signal Processing, 1980
(2):223-237.

Kapur ] N, Sahoo P K, Wong A K C. A new method for grey

— level picture thresholding using the entropy of the histogram
{1]. Computer Vision, Graphics and Image Processing, 1985
(3):273-285.

Abutaleb A S. Automatic thresholding of gray — level pictures
using two — dimensional entropy[ J]. Computer Vision, Graph-
ics and Image Processing,1989(1):22 —32.

Albuquerque M P, Esquef I A. Image thresholding using Tsail-
lis entropy[ J ]. Pattern Recognition Letters,2004,25(9) : 1059

—-1065.

Tang Yinggan, Di Qiuyan, Cuan Xinping. Method for thresh-
olding image segmentation based on minimum Tsallis — cross
entropy[ J 1. Chinese Journal of Scientific Instrument, 2008,
29:1868 ~ 1872.

Sahoo P K, Arora G. Image thresholding using two — dimen-
sional Tsallis — Havraa — Charvat entropy[ J]. Pattern Recogni-
tion Letters,2006,27:520 — 528.

Fan Jiulun, Zhao Feng. Two — Dimensional Ostu’s Curve
Thresholding segmention method for gray — level image{J].
Acta Electronica Sinica,2007(4):751 ~755.

Wang Junnian, Shen Quntai. A Clustering — Based Niching
Particle Swarm Optimization[J]. Informational and control,
2005(5):213-217.

424 RBEHEREFEL.FETHAEAERNAIMI. L
R AR, 2009,

+-t

vvvvvvvv

(E#% 104 R)

(5] BkmesE, & . Linux BT K3 Nedfilter SE 31 55
W11, HHENLTRE,2003,29(8):112 - 116.

[6] &#&FE.A Wl Linux B5 k4 IM]. JLE: ARERHE AR
t, 2000.

(7] E&HSFHH. BTFUEHEN 2P REKW)]. HHE
MRS %R ,2009,19(7):238 —241.

[8] W, %kSI%, FHHE.Z. PRPRERMSSWI]. 3t

191

BHOHEAR SRR, 2008,18(7):74-76.

Karagiannis T, Broido A, Faloutsos M, et al. Transport Lay-
er Identification of P2P Traffic[ C] // Proceedings of the 4th
ACM SIGCOMM conference on Internet measurement. New
York, USA: ACM Press, 2004.

[10] Nicoll ] R, Bateman M, Ruddle A, et al. Challenges in mea-

{11]

[12]

e

surement and analysis of the BitTorrent content distribution
model[ C] // Proc of International Postgraduate Symposium on
the Conver — gence of Telecommunications, Networking and
Broadcasting. Liver — pool: Liverpool John Moores Universi-
ty, 2004.

Constantinou F, Mavrommatis P. Identifying known and un-
known peer — to — peer traffic[ C] / Fifth IEEE International
Symposium on Network Computing and Applications. Cam-
bridge, MA,USA: 1EEE Xplore, 2006:93 —102.

A WL BT A BT Netfileer EARME 4 B K K
FZEMRSEAL]. HENRR 58S, 2007(6):790 -
791.



