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Application of Remote — Thread Injection
Technique on Monitor System

WANG Zheng, LOU Yuan-sheng
(College of Computer & Information Engineering, Hohai University, Nanjing 210098, China)

Abstract: The monitor system demands a characteristic of real time and hiding. The process can be hidden by remote ~ thread injection
technique in Windows system. The monitor program is compiled to DLL and injected into system process to run. In this way, the safety
of monitor system can be enhanced effectively. The theory of remote — thread injection technique is presented in this paper. The main
technique and implementation method of monitor system based on remote — thread injection technique is analyzed, by setting timer to solve
the demands of system’s real time, through the remote — thread injection technique to solve the demands of hiding. At last, the two—

No. 3

stage monitor technique and the responding to safety detection technique are discussed to improving the safety of monitor system.
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1 EREEENEAR
1.1 EREBEHRARFER

Bh74S#% $# FE (Dynamic Link Library, DLL) & — 4
A LA AR P L R R PR, P T —
Bt AR RECR YRR, —E ST, DLL SR BE
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B ERECRE R DLL X , REH/AIE T
XHRBHE ., ERKEBEASANELTEEHALRE
FANSEEEXHZH, —BELT, 81 HER
HBECHRAESE, S L, DINH#HER AT XA
A2 [ AT ERAE (B W] LA A F — e 07 s i A X A28 [H]
HATHRAE, KRS MBS AEESTTRHRS, B
FAEBEBEEAT L,
1.2 XBMEEKELZARFR API EH

SEREATBRKFEERERA Win32 APl B
WriteProcessMemory 1 CreateRemoteThread, ¥ DLL
MRBEEEHIZE#FESHE, B CreateRe-
moteThread 14T E o

AR AR CreateRemoteThread pR%E
SE—ERERE, A LoadLibrary BREK MMERIE E 1
DLL, CreateRemoteThread BA¥HIFEINT :
function CreateRemoteThread(

hProcess: THandle;

/BRI

IpThreadAttributes: Pointer;

VEBREEMRT

dwStackSize: DWORD; -

/RBRRAN, UFHRR

IpStartAddress: TFNThreadStartRoutine;

//—A~ TFNThreadStartRoutine 35 & 45 &t , 15 8] 7 B i#
BT REob it

lpParameter: Pointer; /A5 ASH NI

dwCreationFlags: DWORD;

/RIREBRHHERS

var lpThreadld: DWORD

IEBE R, MR 0, MAEE
): THandle;

£ Windows RAE T, B - HBREAE A C H#bhE
i, E N HERZEBREEEM N, FEETEH
BONFZEERE-RAFEZE, EATELIAN
DLL R9Bk12. WEMBIE APl REA

(1)OpenProcess( ) : T FF B #r it 12, 5 2 B An 12
AIBRIEAL PR

(2) VirtualAllocEx( ) : Fi T7& B ¥r it 2 #7238 (8]
HREATEE RS A DLL #1344

(3) WriteProcessMemory () : £ W Bl B R h 5
A DLL B9340
1.3 ZBRZEFIANBROXZARE

REEZBEAZARNERZSRUT

(1) THEEAUPR , (R AT LAV e HoAb B =
18] (EnableDebugPriv)

(2)78 B2 # 2 #9 HANDLE(OpenProcess) o

(3)FEERAR N E I A BIE 2B AFE(Vir-
tualAllocEx) o

(4)¥HEA DLL ZH B A 372, L IR DLL %
#1372 (MaplnjectFile) o

(5)38 DLL %218 & i 3] 4 B4 N F7 (WritePro-
cessMemory) o

(6)F CreateRemoteThread J& 1R Ry L,

2 ETERSBINNKERSE
2.1 BERGHSENAN
WERGFRMBL AR, M P EE
%o ARMSEIEARR, H—BRERAA LHHEM
BRFRTE (fAE ) W45 o SER PR AT ch 2 A 2R S0,
3 Ao 15 B R 2% B B (6] [ P R BE I R — R B BK
TR E R RERRL, A X H B A, B E G A B
BT LB AR, FHHUREFHRE R DLL,
B EREBEALA, EEANREHEFIETT, B
BWE LRER,
ETRELZBEANERERRHE SR NEE
REFHANSMR. 8B AT LR B 3117,
FH AT TR WERF DLL BRI AR B P,
EASTRE, BEKBRTAE B AR PIT, LK
EoE, NEKBEMEGERRAHRANEGH, &
BREBTHABIAE 1 iR, EARNSKGTIERR
R, 5 SR FFETFHLEY B B BB 1T 45 3

HEEBRFEA
Hir#E

L] R

WBBRFET
SRR
B1 Mgk ARiEirids

2.2 EREETIEEMNITH

f— DLL %A — 1~ A 0 &, DLLMain R $ 2
DLL #REBRIAA 0 5. DLLMain T2 581 L 45
R TAE. DLLMain BRE7EH DLL BIE IR B FH A
DLLEEHR 5 ## 2 E et g @ . Delphi 5 F #,DLL
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A I H DLLProc t§ A,

7E DLL X RE — MR AB AT 1 BB Thread-
Proc I MK INEE, LN KK EABFETEEBTT,
MRBHEMEFRESXNMEF . EEDIEATAM API
PRY SetTimer L, LA MNEER . 7€ DLLEAF
BR#EE, UEEFUE— I RE, BB mE
2R, RIS HRAZE S5 A H| CreateThread BB %L
1 TerminateThread BB,

C FEfEADLL )

fDLLProcBRAD

'

PFTDLIMaIn

:

thfFcreateThread
AR FiThreadProc

v

Wik feThreadprocE A
SER YRR

B2 BEER&Lezids

CreateThread ) BREUE X

function CreateThread(
lpThreadAttributes: Pointer;
dwStackSize: DWORD;
|pStartAddress: TFNThreadStartRoutine;
IpParameter: Pointer;
dwCreationFlags: DWORD;
var IpThreadld: DWORD

): THandle; stdcall;

H o IpStartAddress, lpParameter, lpThreadld = 4>
BERHFTR . IpStartAddress S¥3E 17 R EBIAT
{& ThreadProc B FF fa #iutit ; IpParameter 84368, £
BHEASE, B EBIATIK ThreadProc 1533
IpThreadld ;& [ §] 24 7 ID, X R EH LB LH 1.
LR ETIRER DLL XHM FERBWOT

procedure ThreadProc(p : pointer) ; stdeall;
/IRBPATIR, LR E I

begin

SetTimer(0, 1, 10000, nil);

/78 B RE W A% A ] D 10000 ZEFS
while GetMessage(Msg,0,0,0) do
/Z/MEBBAFIBENE R

begin

if Msg. message= WM_ TIMER then

// WM_TIMER Z8 884 8.

try

if not FindProcess(’ watch. exe’ ) then

winexec( pchar(’ watch. exe’ ) , SW .. Show) ;

/M R ERAE B A E, IR R watch. exe SRR
BREE, WRAEERD

except;

end

else

begin

TranslateMessage(Msg) ;

//RITFHE vinul - key B BRI ERBER

DispatchMessage(Msg) ;

/ARREH BB EOSE

end;

end;

end;

procedure DlMain(dwReason : DWORD) ;

//DLL AOBRF

var

dwThreadID : DWORD;

begin

case dwReason of

DLL_PROCESS_.ATTACH : //#B# A

begin

hThreadHandle : = CreateThread(nil, 0, @ ThreadProc, nil,
0, dwThreadID);

// ¥ ThreadProc S — MR R

end;

DLL-PROCESS-DETACH : //3#tB ¥ 1t

begin

SendMessage(hWnd, WM-THREADEXIT, 0, 0);

/RBRBRBEENR

if (hThreadHandle < > 0) then

begin

TerminateThread( hThreadHandle, 0) ;

IIBRERR

end;

end;

DLL_THREAD_ATTACH : //2#E iR

begin

end;

DLL. THREAD_DETACH : /&8 % #it

begin

end;

end;

end;

begin

DLLProc : = @DLLMain; //DLL AT

DLLMain(DLL - PROCESS. ATTACH) ;
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//# A DLLMain, %% DLL. PROCESS. ATTACH

end.

2.3 HXEAESH

MR BIE I .

(VPFEE,

EAR BFRHE—-BREERE IR corss. sys-
tem.Winlogon %, X Z 2 E 5, IEF AR DLL
B AW, RE#BOUARGTEEA. BEARER
# explorer # 2, explorer R— AN EEAFA#RE, AT
B Windows BB, BB MR EFE LB
XHEE, MERZ#E 2 Windows BIJE R E X
B EA explorer #E R R EEERF LIS
HAAFEERERERF; & explorer BB LR
&, ATLLE R EE S BHEEPIELT explorer, RAKE
ER,BRAMEANKERFRATFET . FIRH
INETTLLRARME MR : - R LERFEREAS
RGHE  AREES _QUERFERESCEE
AZ| explorer # #, 2 B A N4 3 3 A B explorer #
B RUERFARUERAKES. RABRY
ERUERERGEELL IEHER,

(2)RIXT LKA .

EREZREASBREL BRSO ER
BT URREZER MR GRNR., H6E
WRFAT, AL, IR BT EAEA (Asyn-
croneus Procedure Call, APC) FL#| LB B R BEA,
EEARRMABK RERERRE BHTERCRE
BRGMF R BU RS REITHRR) , B8
AR R A — BRI EPA $4T BB S
BHERIBEAR, HETEANTREAREA, ZH
REFRABEHBECIREBHFAFT R, ANTIEEA R
BT 22T ﬂﬁﬁ#vﬂ(ﬁﬁ%ﬁﬁﬁ‘]@

AR R AT BEAT M ROALIN ) o

3 &RiF

B WS %R DLL X, @i R B EA
BABEEABRGHAR, AR BB RGER
BRI P B BRI ERFI R T R0
B, FR MG EHE PR ET. 8
HEMEABEDTREA, BB /RS FEH, R
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