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Design of Intrusion Tolerant Voting Mechanism
Based on Probability Strategy

FEI Hong-xiao, LI Qin-xiu, LI Wen-xing, QIN Si-ming
(School of Information Science and Engineering , Central South University, Changsha 410075, China)

Abstract: Traditional majority voting algorithm can not distinguish the coherent right response and coherent wrong response, and there
will be wrong and no output situation. Current intrusion tolerant systems have some limits on accuracy. To solve this problem, a novel in-
trusion tolerant architecture with voting mechanism based on probability strategy is proposed. The probability of voting mechanism is
based on the application of probability theory as an additional information . The mechanism is based on the probability of no— error servers
responsing to results and the error servers responsing to results to calculate the probability of every results. It is based on maximumn — like-
hood principle to find the greatest probability of results , which is correct output. Analysis shows that the mechanism based on probability
strategy can vote more accurate output than traditional majority voting algorithm, so a more accurate system output will be improved.

Both diversity, redundancy intrusion tolerance technology are used to build Web server system with intrusion tolerance properties. This

No.3

system can provide correct and reliable services for the system continually despite the existence of fault or intrusion.

Key words: intrusion — tolerance; redundancy; voter; probability theory; maximum — likehood principle
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