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A Detection Algorithm for Spatial — Domain Stego Based on MC
Model of Neighborhood Correlation

ZHANG Zheng-bao, MA Yi, LIU Yi-chuan, YANG Xiao-wei
(Department of Computer Engineering, Ordnance Engineering College, Shijiazhuang 050003, China)

Abstract : Spatial — domain stego is a favorite steganography, which of steganalysis has very high applied value. Spatial — domain stego de-
stroys the neighborhood correlation of images, it can detect whether the secret message is hidden in the images to analyze its variance be-
fore and after stego. The key problem is how to quantize the neighborhood correlation. A new detection algorithm for spatial — domain
stego is proposed by making the MC model of neighborhood correlation. On the basis of MC model of neighborhood correlation, it ex-
tracts the corresponding detection features on the basis of analyzing the variance of quantized matrix before and after stego. Finally, make
the attack experiments by using Fisher classifier. Experimental results prove that this algorithm can detect various spatial — domain

steganographies, its average detection rate is above 85% , and takes on good applicability.
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