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The Fuzzy Comprehensive Evaluation for Information Security
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Abstract: with the sustainable development of the country and the acceleration of information technology, the information security issues
is highly growing . In order to efficiently evaluate the information security and improve the security, an information system security model
based on fuzzy comprehensive evaluation method is proposed . The model uses multi — layer structure and elation matrix is introduced to
describe the inter — relationship among judgment factors. Moreover, on the basis of calculating the influence of factors on security , quali-
tative evaluation of security is accomplished. At last certain method is raised to analyse the result from fuzzy judgment and draws some
conclusion. The method changes the ways of generally regarding information security as “black — box ” to evaluation security, and plays
a role in verifying and modifying the results made by traditional models.

Key words: information security; fuzzy comprehensive; evaluation

i

0 5]

(EEMEBRSEAL LM AR B PIEBRR
RMEET SRS AETLOETTRMOME, UE
FEEMERXLBEETS IR N — I HS . —
AEREEH LY, THEREEHESEE, 0
BIAZSTE s F R sE ok, &t g — 1T &1, 7E v
BEALMSHFER, WA AEH LW RAEMBE.
AERNEEREATELRER4, BENSEE
SRS B, TR TR EAMBEER
SHEEM, FERSTENEANELE SN
iR, FIGE B% 2 KUK IEE LR L P 3t 2 R

Y0R8 B #8:2009 - 04 ~ 01; 8B H R : 2009 - 07 - 01

BB HEEEARR R H R (2009AA012402)

EEm B M970-), B, 888, 4, B4 S, IR
a1 R RGO B AR

HHHAL,

MRERELE TERYAMFEERETENE
WHEEMEBERY, FRELEEH THEBMNA
W SR SUR L BAL (S B BUBRENAR , ERER
REABRKRERN,

FRREFERA W TEM:

(1) E RN E2IR  #TE R KW E T
LAERR T /% B SRR 4% B MR ARG U R E S
FEAE AL 2BUR , AT M Z 2T Ko

QHERBHEBERENE AEXFEEHTER
THEE, TUBERE RN ERZE N, FHFEFES A
IS A B R HE , L S AU AR A1 XU B3 52 RS

O EREEREBARERSEHEARNER 2
e ER2WEE, TUHERENRERBRREL
RRRFR, NI RGBT RER(WHED X
BOARKNSHRAGHAR DIRERE BE&H



- 190 ¢ IHENE RS R R

AGE) SEMARR(CE2EHEHNE L 2BIPLH &)
REE,

1 FEERReENBER

BRRERGIT AL -TEHATFEALA
MR AH fSEFRERADEHIE, E—LERE
SRBRGT, — L W R REGLER L
BIEFZR EEZGBEDRAGMESE. BitlE¥a 0
BT R B RGN HME N E RS, RA TR
7= dh i % 2 e

ZeUREMRMHLZLENETHRESELRS
MREWRTFRREN . —RENXEEHERA T
TR R R AR BRI, T LA (5] 05 T R % &
YR “RNAXERR FERRE R MK
MNREMNRE S B LB R L 2R SRR
Wk, B, PR 2% EREmEEEL T E
SCRG AT AT BN ZX G B RRAL UGS
WAEREE, R E ARG R AR R ek,

2 BERRERBESTMAERER
2.1 BRR2FEHEE

FRMRERED, RiEm FREREASHFE
ST, A R BT EM R Bk & F R A
", FRZENE A, WERBKEERXAXER
B TORIRE, WHE BRI HE (e ik o {5 B 4%
RENE SCRERT SRR EETHEFN
T2, BRI B RN I 1R B B B LA B
55 PR B MR R s B P AR B ST R e, R AR YR
F 1 YT RE M AN SRR RN AR B R R RIS B
ELNE

FEEAMPIITA M B BT HRR SRR
GRVFGIER AR A 1R RS ANE .5
—REWER BN E 2B R SR T RNE
PHLFRE T REE R 2 H O E X KA |
xR e KB AT KRB BRIV T ZEFHFLR
M AR R 2 AR B B IR (BUME 5
PERBE A {E) 5 55 PR U R R w22 2 KB 9 B — 1 R
HHETRE, ERMATHEZ2XEEmER. R
EX B F X5 B % 2 A B2 MR BE , W] R R (UL
FARE &P RMARL Y E BT, REEHN A
AR, T LLRE 22 g AU 70 90 SRR T 49 2 % I A 1R
LR RARIE R R FERRER 2K ZR
WA SRR PO R L RURL . th T
RN FERS, & B E B A E K Z 5, Brhal g
A ARES A, R EER KR, MBI EA 5.

%20 %
7
CRBHEEN aFHERETTERE
//.\\ /,//\ ™
’ AN
// \/ ™.
B Fsst @{E
/\ / e WU T
/ A
/ / \\ A\ / \\
/ \ / \ / v /A

E&?xﬁlﬁn BgE - Hign R B BhEL - R R il
A1 15850 RREa i EEITAK A

2.2 EBMEIRS

92 4 N R — R UL B LR 7 H AR TE B ST Y
AREERERE S, LR IIHENEER
5, EEBMARXRRFEN. BhaXey KB RE
Fh R R EERIABEAKMA KRR AL, A
HHEHE L EEANRFEHEEREAR . RKIERRIEM
&322/ b = W B s s

BRORE {2 A e - 18 4 B R A A% 3 1 A% S B L T 1
BEARBUEE R SR P L o7 P A B L BOEE R R
M PR T R A R R A

ToAE P Be e iR eI 4R IR E RIR SR,

EEARE MBI B IR R R R
TR

AR BRI FH - JE 8RR (0] 48 R R (AR BRI [a] R
GEVR R T FAARUFRIE IE #1800 R G AL B SR A I AL
PRI EE RS B

W 45 Tty < RO ZR TR I A B R AR IR TR L IR AR
FH P 540y Ph3E AU YR  F P SO Mk 45 8987 BURIBEIR |
RGBT R HI R 55

YIRS YA P HE BB,

it . NG BIEE SNEE B EE 4

o HMEAREGFE . REARERFGE . X2l
BEREE P B85 8iRER%;

HEH R R RO RS = B %
2.3 REEMIRA

W 55 1 2 WP AR B AR AE B9, SR AR A B A9 By
FIH, Bai st A S RSN REERME. ME
WRAFRBEE, “ENEM AR LLEH
Ry & A SR A R R, BUD B RFIEE S A
REXE LI o

BESI iR BIBAR N R B SR & EHE
LA e lk 5 S5 AKEE 1 Ty Lok AL 5E. BESS
PEIRBIBER HIBG 3 R84 nEWaE  TER A
AR ORISR B BN, iR R
MAEARFE M AT, KB EAE S AR



%18

BORE L TRMES MR B L 2RI - 191 -

SSEMAE BN S, UE— 2 400 ) AT LA 43 ok s 3
2N N S NI G R g T QL T s e e TR
MARG KA EEMALTHENE,

i 55 7 B R R T LA SR R 2 R i 4 T BT
TR, AR F R R R EHE T ERE
BIEG. SFREBESEK, EFHE - EREER,

2.4 HEIRG

SRS VAl 7 BN BE P 4 B AT IR B I R A
ARG FEURRERR . KU EAS A ¥ 7= B4 AL
EUE K FMEREE, &5 K™ %4
(Confidentiality) | 5 8 ¥ (Integrity ) 1 7] F ¥ ( Avail-
ability) X =N EEBBERA X, BI-ECIA=ZHEIHE
KRR, MBE =R RAMECEANR. BE(GEELL
MRS P S R T RIIE AN =LKl
K KF o8 6 26

(D) BBV 7= IS RIS BTN T E W& R
AR PORL, anTRACHD BB BRI RGO BT B
AR RS AP FME.

() REHBE ™  AEMERE STEILRE FFHHR
# WA REIRE EeRBRAE,

)M 7= : R LR TR AR P 46

(4)BRE B DA RS (GRS TG B IRF %

(5)CRYH 7= AL R SRS R BT RIS,

() NGy EHLAEY £/ WG =N
AT H&H%E,

3 BRMRERERESIEGAE
3.1 BEHZSTERRSIEMAERE

K AHP (907 Bk S FIWTER R 1 -9 |
BlitnEN 2R ER O EEERERE, RAEHX
15 97 B3 R R R B P 5 L BOFHI R .
TEAS BT R M 5 R — B AR, X ¥ I 4 R
T—BERE. Bl BERRE, BRIV HER
A B RFEAR A, FURFGERE W8 RIRy4F e &
BRSBTS, T EIAFEREREN
e SRt A
3.2 REFLEHRETEEY

TR H R A AT BB Y SE BB AR U I R
PRSI SRE 2SR E B, T
LT a7E U A & 2 30 R T RE M a9 J o -

M, = F(T,C)
He M, RARZEFHRENITRE, T £ RELEHF
R, C RF GRS, F RALLFMHL
HE TR A R AR

SEMEMESEMNIEEE V = R&E(V) . E

(V) (V) ARV VBIR (V) T R B P i
BHEEAENNEMEER, 2518 (Ry,R,, R, Ry, Rs,
Re,R7,Rg) F (Ro,Rig, Ryy, Rpzy Ri3, Rygs Ris, Rig) o
DL IR A A T R R o
Ry Rus
R=|: - .

Ry Rgs

. - [1,%3% INERAEERV, i
Y o,G = 1,2,,5 = 1,2,3,4,5)

[FIFE AT LATR B AE S5 M BRI RE R RAERIT
G977 2 BIAT LAAS 20 B0 14 | B 55 M VR 310 4 B Y & 3K
{8 . 1 AHP J7 35 0T LATS 2 52 e gl o ik g 58 k9 &5 1
REMEESE W, FW_ % W, fi W, #1172
5, —BUER I E T IH— L3, B B E R .

W, = (W, Wy W), W, = (Wy Wy Wyg)

{5 %A — AR B AL B SR e S LA L VR P AE B, 7T
DATS B B F B S PR B TR RIS R

M, = WR, = (T, T,, T3, T4, Ts)

M, = WR, = (F,F,,F;,F,,Fs)

WIEE 1, ATUAEBER LR BB TH=
FHBIEMESERNEEN TE AL X
HHEREVRENNEE P, LREXR A GRS
PEAERT F RN T & SR A A E R R EE R EN
WEE P, = (P, P HIEREM(M,, M) HE,
BB R 254 R ETREERTAISE RN .

M, = P, (M, ,M)T = (p1,p2,P3, ParPs)

3.3 REBHREREN

RIFEMENRFENERE TER2FMH
AAENEEET & T IR

M, = G(C,Rg)

Hi M RARERHRENBEE, CRRHEHE™
HREE, R, RARTMME,C RritELRLEMHEL
HE T B R B R

BalzeHtaEENIEMTEEeR R4
FTRETE B i —HE 3T T3 7™, Bt H LB R
PRI R R R R P

My = WeR: = (Cy,C5,C3,Cy, Cs)

M; = WR; = (I;,1,, 13,14, 15)

M, = WiR, = (A1, A5, AL AL AS)

it AHP RS BB YL B | SE R R AT I EXT
FREMEMNEE(Z,,Z,,7,), TR A E B
P EVE R G R A, AT B M Ry R,
=(Z.,Z:,2,)(M.,M,,M,)" [RIZL I & 1, AT LA75 2



- 192 - HEIBEASER

#2208

M FE =R EREME - MEN T8 R
HREHMHEEENNEE P, = (P, P,), HIBH%
LEMEEENIFALER .

M, = P.(M,,R)T = (5,,5,,53,54,5s)
3.4 REFHNRER

XFE 1 PN TR RORZEFG R SR
HE, FHEEA AHP FE A RN TE RN L L2EH
BTN E 2B HEEEY TR2H X ER
PRNESE(W,, W), LT RIZLE MK %R
A

R, = (W,,W,)(M,,M,)"

= (Ry>R3, R4, Ry, Rys)

Ha R, (i =1,2,3,4,5) BRTXEREMNTRHEEL
SWNEMHHRBET V, IFHEFRHERE,

4 THEERGW

T RAB BN R ST RR A ER, T
FKABRARBEEREN, KB ERRLUZEHMHREY
mal i B R R, BT AR BV R 2 R
B RE BT 5 18 T LR BRIT 40 ¥ 8 IR R 43
FEA,BA-IERBES HEAONEES R
LASE B AL HE M B AT LAF8 2 2R 440 RUR: 8 4, JUf T X
BEKAELREEIFHE, RIEZS XN ERE X
O SME, BIAT LA 2 2 XU R o

B G AT R —RRE R w5 R L A B
W EFEME P ASERREBETFRLZEWF
L ARNZE 2RI AR S &, BT U
AREERREER " BRE"RIFER T E. HIFHEER
— 75 B AT AT AR & 2 WG S R TR R T
FMEIE ; 55— J7 W ZAEBLE o] LA 7R R B R A1
RS T BB TR . MIBEMIGE M, TR
Bt (s ST 2 BRI B i R L 2R H
R B TESREMYE BB IFHERFRALE
PR B i, 75— L LUE B R O B 0L T
it R B R et E R R HTZ 2R
BEMAR

5 #RiE

BERGAME R, W ALRAE RS FH NS
EMAREHE, B AELZLENE RS REEZ,
MEREMEER., XRENBEREBREREN
RE MR AERE b IR T — M TSNS
BRAVETE, S RS SR E NP B AR
LEMEEETRENRSEGRENRENE, RLH
Bl BN SRS

AR RE TN R R BRETFRENE R
AR, B A RS H E A RE B R
BT TERARBREAREGR LN REME
IR OR TR S KU I B AR, 6 PSR
Bt E 8 %234 R 8 E WIEN #7047, A E
TR ESFFBEERE.

Bl R IR Ak B 2 B A R I BB, TE S AR
R VAR 7 T 70 RF FE — 226 A B0 . 9] S 4 1 ot 4 JKU B DR £
IWHBRRRRSH PR ERA L, A RE M E
PR R I IR P FE BT A G b — e E M R %
. B R EESTEMREA MR .

£ 30k :

(1] Stoneburner G. Risk Management Guide for Information Te-
chnology Systems{ M]. NIST: Special Publication, 2002.

[2] Liehtenstein S. Factors in the selection of a risk: assessment
method{ J]. Computer & Security,1998,15(5):401 ~ 422.

[3] Klein] H. An approach to technical risk assessment[}]. In-
ternational Journal of Project Management, 1998,16(6): 345
—351.

[4] & ¥.5 & BROVEEINSFHHRETHE]F
% IH2,1993,13(5):24 - 26.

[5] FEB.BRE. RYBERESITMEE LI RETFHT
R L] P EELE R, 2006(6):119 - 121.

[6] £ 2, Rt FAHP FEER B XL KRR M4 F R8T
FUTAEN TR SM,2006,28(9):15-17.

(7] BEER B &, %49 EERRL XK IFMLHRFR[ER/
OL]. 2004 — 05. http: www. infosec. org. en/bbs/ P EHITH
W% 4 2004 FLMECAEIREE.

D T e A o B e e S S e e e S S S e e et e

(L3F 188 %)

[20]) M F,ZE508, BRI BT REEZENIES) Ad hoe R
AT ). T EN TR 55 .2006(35):124 -
129.

{21] Wattenhofer R, Zollinger A. XTC: A practical topology con-
trol algorithm for ad — hoc networks[ C]//Proceeding of the

18th International Parallel and Distributed Processing Sympo-
sium. New Mexico:[s. n. 1,2004:216 —223.

[22] Kratsch D. Measuring the vulnerability for classes of intersec-
tion graphs( J ]. Discrete Applied Mathematics, 1997,77(3):
259-270.



