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Usage Control Model for Digital Right Management
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Abstract: According to the architecture characteristics of digital rights management system, a digital rights management usage control
model — UCON,,4;, combined with the ABC model of control, was put forword through analyzing the lack of digital rights management
system and three types of traditional access control model. A framework of digital rights management system was designed based on the
characteristics of model ~ UCON4;. In addition, the system processes and key technologies for system were given. Application of this
model could distribute the permissions dynamically. The continual control of unauthorized access could prevent resources frpm being

copied, re— distributed to other users, which could guarantee the legitimate use of digital content.
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