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Model for Mutual Trust Attribute Deployment Mechanism
Based Access Control
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Xi’an 710062, China)

Abstract: The impom;mt problems in attribute — based access control are how to acquire attribute resources and how to control the acess to
sensitive informations. With the developments of the information technology, traditional methods of obtaining the resource can not meet
the new network circumstances’ needs. Based on the automated trust negotiation mechanism, a new authorized decision — making mecha-
nism—mutual trust attribute deployment mechanism was proposed. It has been applied to the attribute ~ based access control model, and
better solved the problem of dynamic authorization, property information’s security and protecting privacy — sensitive property.
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1 ABAC 5 XACML #i#
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1 ABAC#HF¥EHER-

BRPARBFHEXWT:

1) BB (Attribute Authority, AA): JBHEAUEL
MERINEHEFARE REREMFERE.

2) 5K B 4T 45 (Policy Enforcement Point, PEP):
RRBY - ETFEXRBE FENRENBRIGE
R, I KB EAE R4 PDP; 7B SMEE AT PDP Byt
3R, BP Ao el AR 4 X B IR A9 U A0 K o

3) HrE P8 5, (Policy Decision Point, PDP) ; $i ¥
FIFARERE W ERA B EAN S HERETHEE
K UERE R AVFHERIELTE R, Il RS FIR [
% PEP,

4) SRR AUBR (Policy Authority, PA) : i FF & f g
T )46 i SR w4t PDP 1. &P FERE VIR
g ik S WU SES SRR
1.2 iR s) iR /m B8R 18 F (XACML) # i

2003 4 OASIS(Organization for the Advancement
of Structured Information Standards) #| € T & F XML
(Extensible Markup Language) ) 1 [a] 55 il 5% 8% #1117 (5]
2 K /e B #3818 F ALIE——XACML (Extensible
Access Control Markup Language) . {E b —FhEE TR
BE AR R R E R WRIE S, BN Z R/
R FRERE , (55 [R) 48 1 = [l (R B9 FF R Fn(E R BLUR WT 6E
FIE A BT BN,

XACML & X T 1 6] 5K #0i5 [a] 3w B9 18 3K, 3F
H#RTURERAEHEATE. £ XACML 1)
M) iR 3R B B ARTE SCHELRRMT , ERUER
FRUGAEERE", P &G . EE FRX  FEELEDR
PR, B A7E XACML # &8 i3 < xacml: Envi-
ronment > AR &4, < xacml: Subject > A F 1k,
< xacml:Resource> R R B, < xacml: Action> 3
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WHEFERE S RRREERE B BIE
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X 2 Vil k.

E MTAD ZAPViE FEHE XL I — B HEF
KRESGHBERBEEHILARE. K BHE attname #Y
BUH 2 A attname = value, value € { permit, deny, un-
satisfy} o ‘

EX 3 BHERESER,

BHAREREBHELESE(GFE R FEBRYE)
MEEREHARN -1 EE. THEANEARS
o

Result= {Qatt; = Satt; = constant, , Oatt, = Satt, =
constant, , ***, Oatt, = Satt, = constant, , E_ constant} .
oo Oatt, s B, Sart, RREFE B, constant;
FBRYERRE E_ constant R R .

EX 4 BHELRXRE.

BHCEXARRE—- K _4RHPREREHE
BRE SRERUEEFRUEYBHEMTEN L
HIB AR . B Object — Oatt; T FIR(EEIFEEK
#) Rt E M | BIEUE constant; ,Object — Satt; TR
FEBEMNEEREE HEE constant; . Sbject — Satt;
R BZFHR(RHEREE) REMWE®E i WRE
constant; ,Shject — Oatt; R FEREFENEEREME: B
BUH constant; . 7E 1 18) MTAD &40t , IRFRE S
FRUERUEVBEEMTRYBHBEERN, AR
HUCE ALY, R EUE constant; TE— 1 B AARIFFHE
TEXH—YBEMNYEE 89 L THREAHSE R
L FRWIUN R

R1ABHERXARAE#HE,
21 EBHE/REEZA
Attitude 1 Attitude 2 - Attitude # — 1 Attitude »
Object — Object —~ Object — Object —
Qatt,; Qatt; Satt; Satty
Subject — Subject - Subject - Subject —
Qatt, Qatt, Satt, Satt,

EXL S REEEHF.
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BHEHBE MTAD RE SR FEFREMER
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(1) ViEF RETIEERGRE FHREMEL (—
BAERE D)RMEFMHRROEREE(—BN
BHRA) .

(2) T TE S By HIAESAGE R M5 B F 3
BEREMER AN REREMA, . HEEN
BT 3 5 X ERRBRRER (SRR ES
8), HEEh. ENELRE,

(3) B EETEMEE TR EMGEELABHE

VAR RS, RIS RS H R Tk
JR PR AR BT IR R A4 3R

(4) B SELEMRE RS ERMTRE T
MBS EE, ERERE T ERREIES A S EME
BLES, WE EE RS . BUHETT—H.

(5) RAEICES B AHEHERE SRHBERUHE R
R E SNV BT AR R/ EEME R
REUWBEHER ETREEHBFRCRBELEXR
P HERA AR , 728 1 VR EC U 7 AR S5 R R AT I
Koo HXDTERAREW R RAE B R A R H R
HEHBERLATRARE SRBRMLE. RSN
Eul E#HT T - RER(RESRKED . JRFHREN

- TTRIRPEIR RS R

(6) # AR RIEBA MTAD 0,
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i, BRER— R R R LR IIT S, XHE
AR S S R R % SRR ESATEH
BIRE . B TFREFREFAFMERFRREETE
LB, AR, T H X R 5 R EERIE %
WR BB MR B R .

WEGERBIE. WIRILE PR RERE,
Y I AR 55 B8 SR 2 P 0 R R D AL R B BT Y
— BB, XA B AR, (H R R R
HRBEHH . WEHRETESHRRREENRS
HEER,

BSEEHE. ©5EM AT HE R
FRB TR ) BT N WS IEX R, SHFTEE
ERFRRGEEMFE R RE R E, X 8 ity
HERA—EHERERERBE R, T FKE
gfﬁ[m}o

MTAD R —F7ER 4 AZ BB EENFE, T
AR 7 R5E R T W IR SR 7 MR L B P il
AR, HLAE X S X B GETEE  RP T RS
R, R ERAKES T R R, B
THRBRHERRE. EHIBFFHRABETHE
BUNBLEE R RS B, I IT R A /N, R

EILLA_E S AT AR S B AR R ER S
e /NS R E TR RO, TR
IR R AR EREVIEE T ASBEENEN
#l. MOMHBRETURE, 5B ARG R
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SBHEE R TR AL LT LB RS G0 R
SRR, Bl MTAD 364 2t LR 89 B YR 7 ik,
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3.2 HERRE

& 3 A%EF MTAD HL 59 ABACHR
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EMER . R RER RS REERE M
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AR I A B EME B 7E MTAD B 5 A iERE sk
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#” (information hiding) . $(H#EBEA F THIEZ £,
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B) BN BEHRS LR, BE TEE
BIRRIE . DFIE) IS DR B B NN B, SIS S B

4 LFRIE

R T —FE(EE AL R (MTAD) , ZHLH
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Pl R AL SE R B SR U, IR T RS
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