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Detection Mechanism of DoS Attacks in Peer ~ to — Peer Networks
Based on Support Vector Machine
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Abstract: Peer — to — peer network technology has improved quickly in recent years, however the security problem is always the most im-
portant issue that impede the further improvement of P2P application which should be solved immediately. Among all these security issues
the denial — of — service(DoS) attacks are becoming one of the major threats in peer — to — peer networks which are loosely connected.
First-describe the characters of DoS attack in P2P environment, then propose a DoS attack detection model based on support vector ma-
chine mechanism. The model can extract flow statistics feature when DoS attack occurs offline and can identify the event online. The re-
sult of the experiment shows that this model has high detection rate and low false reject rate in detecting DoS attack in P2P environment.
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