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Fuzzy Risk Assessment for Information Security Based
on Method of Entropy — Weight Coefficient

LUO Jia, YANG Shi-ping
(College of Computer Science and Technology, Guizhou University, Guiyang 550025 ,China)

Abstract : There are a lot of fuzzy and uncertain factors in the course of information security risk analysis, the previous information security
risk analysis methods, such as PRA analysis method, which need to collect accurate and overall assessment data. Through the fault tree an-
alyze the causes of information system were attacked, establish the model of risk calculation to quantitative calculation the system risk,
this method is too complicated. To solve this problem, based on information system risk factors, the recognition and analysis of information
system risk factors of affecting reflects the inter ~ relationship to build their risk evaluation index system, and the application of multi—
grade fuzzy comprehensive evaluation method for risk assessment index system, at the same time, using the quantitative evaluation multi-
layer quantitative calculation of information entropy weight of each risk factors for overcoming the subjectivity of the direct assignment.
Practice proves that this method can better quantitative evaluation information system risk, calculate the total value of information system
risk.
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