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Active Detection and Feature Analysis About Network Anomaly
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(Department of Information and Communication Engineering, Central South University, Changsha 410083, China)

Abstract: Currently the main technology of intrusion detection system is feature detection, which can only detect the known intrusion,
and anomaly detection can be used to detect the unknown intrusion, it is unable to ensure its accuracy and reliability. While anomaly de-
tection is based on uncertain behavior, which can only describe the trend of behavior, feature detection is based on accurate feature locat-
ing. In this paper proposed a method which incorporate anomaly detection and feature detection to gain better performance, and also dis-
cussed the intrusion detection system model based on feature detection and anomaly detection.
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my( $ secks, %arrp) ;
$ seeks =03

%arrp= (); # reset

$ arrp! ‘arp- time’ } = &retumntime( $ _[0],0,8); # time

$ arrp! ‘ arp- rel_ length’} = &repackl0( $ - [01,0,4); # real
length

$ arrp} ‘arp. net_ length’| = &repackl0( $ - [01,0,4); # net
length

$ arrp] *arp. des_mac’} = &repack16( $ _[0],0,6); # des mac
$ arrp{ “arp-res_mac’ | = &repackl6( $ _[0],0,6); # res mac

$ arrpi ‘arp_type’} = &repackl6( $ _[0],0,2); # arp type 0806
for arp pack

$ arrpt ‘ arp. hard_ type’} = &repackl6( $ - [01,0,2); # hard
type 0001 for LAk

$ arrp! ‘arp_ proc_ type’} = &repackl16( $ _[0],0,2); # proc
type 0800 for ip

$ arrp] ‘arp_ hard_ length’ | = &repackl6( $ _[0],0,1); # hard
length 06 fo I M

$ arrpi ‘arp.. proc_ length’} = &repackl16( $ - [0],0,1); # proc

length 04for ip
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reply $arrp{‘arp_des_ ip’| = &anip( &repackl6( $ _ [0].6,
4));# desip

$arrp! ‘arp-res_ip’| = &anip(&repackl6( $ _[01,6,4)); #
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$ arrp! ‘arp- pack_id’} = $ arrp{ ‘arp_ time’ | ;
S seeks= $ arrp{ ‘arp_rel_ length’ | —42;
seck( $ _[0], § seeks,1); #
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