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Abstract: Neural network can recognize the known action of network attacks as well as the unknown variation of the known network in-
trusion. Neural network based on BP algorithm is & kind of successful technology. However, the learing rate of the standard BP algo-
rithm is static, and cannot be adjusted dynamically according to current real situation. In order to self — adjust the current studying status
of neural network and enhance the speed of convergence of network, here present and apply the improved BP algorithm combined a
method of adding momentum item(s) with the self ~ adjusting learning rate in the paper. The improved BPNN can meet the needs of clas-
sified recognition of IDS. Experiments with KDD CUP 1999 network traffic connections which have been preprocessed after feature ab-

straction have shown that the improved BPNN is effective for intrusion detection owing to good performance of the higher attack detection

rate and the lower false positive rate,
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