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Anomaly Detection Using Modified Negative Selection Algorithm

WANG Hui-min
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Abstract: In order to occupy more coverage of the non — self space using fewer detectors, a new negative selection algorithm based on in-
cremental rectangle detectors is proposed. In this scheme, the Do distance is employed to measure the self and nonself space coverage.
The sizes of the detectors are increased exponentially in each dimension until they overlap with the self samples. The generation strategy
of detectors ensures that every detector is extended to its maximum size in each dimension. The number and size of these detectors are op-
timized by eliminating the redundancy among the existing detectors. Consequently, the detection efficiency of individual detector is in-
creased. Some datasets of different geometry shapes are applied to examine the proposed NSA. Experimental results show that the pro-

posed algorithm has remarkable advantages in both coverage of anomaly state space and detection rate.
Key words: anomaly detection;artificial immune system;negative selection algorithm; hyper — rectangle detector
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