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Abstract: Aims at the factual security requirements of medium and small scale enterprise network. By means of protocol analysis, detailly
analyzed the application protocol of MSN Messenger. A MSN protocol monitoring systemn based on network sniffer was designed and im-
plemented. Two main functions of the system are monitoring behavior of employees and preventing spilling of secret information. Also
considered about issues that would affect performance of the system, such as packet storage and data analyzing. Finally, performance tests

are made on the given system. The test result indicates that the system has good performance; it can satisfy network security require-
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ments of small scale Intranet without affecting topology and efficiency of the network.

Key words; network security ; MSN protocol; monitoring system; medium and small scale Intranet

0 31 &

MERHEM R R EN M E KT &, BeHEE
KEEBHRMAATHERE. BT@BEREATAR
P IR T R R R E TR R Rl At
WEW A EH MSN Messenger ., % QQ. Google
Talk 1%, BIB@E fF RS A A Al ok 5 30 E
HEWENEREEET ~RIINE LS, FERE
WIERAFHERMAFEREOTREEK, HE SR
EMBEBGENFEN R, T F, et fz
FTARMES R T HEMEUER, F 5 FECHEE L
DM REFHNRE, XAV ERTRMEE

R ER:2008 - 11— 14;#8E B HF:2009-01-04

B&MB  ZBA B FER ARBEMRI H (KJ2008B104ZC)
EER-A S 0979 - ), & ILHREMA, B, P, B b
N L SR SN, BOER, BT U, A O 1 A it
NS N

K

xRNk WX BP BT R 2 BT
SR, XML 6 A 69 MSN Messenger #5177 #HiX 4
L IFE M EERE E VTR T — A E T REREHE AR
B9 MSN Pl 5 95 23t & i——MSNAnalyzer, % %&
GLrT AR v R R R AT AT I B R TR |
RIfT R, BB EE R it SRR AR AL, R 8
BRARE, BLORLENETRA,

1 KREEHY

BRI ARG R W M4 b 040 69 B BB L,
W3R IP bt T4 AT IR B B R & P LY
¥ U—E B RFER XS, RE, A
FRSE ROEH 0 3 K 5 032 48 B I AT AL BB AR B A
HOAAHEMERUHNERXREFEZRS, B 1
FiIRAZREN B IEREWRERE, B, Sniffer 2
17 MSNAnalyzer 2 ¥ A9 £ #L, Clientl . Client2 | Client3



%74

P BIRLE (U R AR RS S S 243 -

AHREL.

Internet

Bl Z&kiiH
MSNAnalyzer T{E E‘J%Z’:J\iﬁjﬁl
(1)ZET Sniffer TR P2 8 H A O ALRE R 2%
RN -
(Q2) FEAER R
) RBBAEWOE 1T 17
WRIESHT, REELIRBIME 2 Fim.

________________________________________

BEMERETFRE

-
}
l
b e e e
5
L

B2 AGIAKERARBERERR S

2 HIERERFM

AGERABETRERBREARGEERES -, U
WinPcap 4.0. 1 fE A F & TR, Windows ¥ & T A
WinPcap M R4 38 AL 88 MR BE + 4> 7, B 3 B1IE
il WinPcap 82K R4 5B A A F R,

/i WinPcap FF & I FI 12 FF B T LA IR BB 6
Sb, B KM S FE T WinPeap 7] DAY 5048 0 #4743 08 .
WinPcap M P 45 38 B2 28 - PR B A9 2 B R 1A 19 B3R
PLXEETHRARENEIE, WERMEE QT
FANL A9 38, SR BN IF BT L OBAR , XL FR
GEMTE, M R A T ERS R MRR.

peap_findalldevs ex l
BR®%F% pcap_setfilter !

i BT

pcap_open v
IR RESR R HERRE peap_loop/pcap_next_ex
{ RARRRSHEG

pcap_compile ;
ﬁﬁﬂﬁiﬂﬂlﬂ pcap_c]ose
| XA ER

B3 WinPeap #3ERXEAAR

EBEREZ)G, R A5 R R0
45, LB PR B b (R UE R 4R 2 84 9 28 348 61 (Pack-
e)AREXR, RRGERITP LA HEM B — N EE[E,
Mg EEMEETTHEARE, SENFRBIOR B
OR8N it g R AL B F A B8 BB K/ M 48 4%
O¥E6E CPU A& BRE HFE L HE >

W28 Z A1 8 15 — R I & 2 (Rate of Packet
Loss, RPL), WHEARY: L = ((REMBELH -
BRURINEIEEE) /RENBIEEH) x100%,

RETEA AENRR 10 BASEMBRERN
HREMBE, XERWBERBE T RANAE, AT
MBI /0, FEEREFHENSIANFRE
HEBEAR, FERET WinPeap B MEBERET, RS
FERHTEZEANEFEEN, AEEPRNAFPZhEH0 K
WyBIRE R 6MB 1 IMB, H iR B RZE e
FEMBZE-KREXZNBEPRERB R DNR
512kB.

3 BiEawSiE

BAR 5435 AT, B SER Ethernet 8
B, FER AR EHERIE I, I8 U
RACH 1P RHFTAHE, IP WML EETRK IP
BRERIE 6, HEREEXAEREHTLHE,
TCP 43 A9 4L 3 X E 2R TCP BEENBE F A &
TCPEEMIAF AL, TR TCP 2iEER, #
BEARYNAREERSEHUSFTELES,
WA E R ST BN A B B 28 P SR AL
Xt R ESAE EEHIT S BT PR E A,
BARPHEENLECSEMXEENRR.ERE L
A ELRFORI UG &R %, MSNP th
WAHERMAE 4 iR,

T3.1 OB

WL ARRRE T BREE L, EEMY
WE LR RIE S A8 T EA AT A9 D BES) . MSNP
BB REXIL A6, R AFE P I E 86



- 244 - HENEASERE

B19E

SUAHEL. REXHRELEHNG ST TES
R ERABEFa S MEESEEG S XTER
i, EEMHTANS I MSG”, I 5 %30 E AT
“IRO”.“USR”.“JOI"#1“MSG”

T

ANS

RO

USR L_> 1. Passport
B el o 2 Display name _
£ L BRAN
LRI 2 B LM
B
¥ # 3. H
i W XHER

MSG

MSNSLPif§ 8

B4 MSNP SR

3.2 HiBIEEA

IMUEREA T B4 PP R, Yk
ZHHF B ZEHEBAER/NET 1202 FHEL,HE
SEFIEH. EFEFT IO PRPPHEARE
MSNSLP 8 1 5% Br & 5 B0 & #3038 (I X . &
)o ZHtHikpIH 9 MFE, Hd “Data Offset”,
“Total Data Size” Fll “Message Length”3 4~F B Il B
SFREMERX, X3 MFERIFIRRBBIBRA",
“WRERBE" M EEZEERE". BT TCP A&
HREXMEBEMEFHBERT T, il
B4 A R FF 6 B8 W, U R S B B AT
e 5 B

[0 Jswrom] . ]
\2404]%87[120i\/..]
L L. ]
0 DR 2404 %06 9%87
BHS PRPHELEEFAF )
3.3 BB

EHNBBEEAZE  SEANBEH#T IR
Boym R WU, 44 £ E 4 X MSNSLP ¥ &,
MSNSLP B A RSB B MG R, X MSNSLP
BRIV MR AR BREENRBBUMHE,
UEFEHER ., ErERMAEXRENIHEH
$EAES B /) MSNObj X 7P, T & 5 SCIHH B9 S04 BA
Unicode ¥ R FE % 7& INVITE 7 #: #9 Context H 2
CFileName F FFEEXIF 2, AT

// name of file transfered in a session
class CFileName {
public:

CFileName() ;

~ CFileNaneTrans( ) ;
public:

u.. int m- nSessionlD; // Session ID

char * m_ pszFileName; // Name of current file
I

H A EE A 5 m_ nSessionID F F#i & X4
BRI RLR R . TERITERMTES R CFile-
Name ] CDataTrans # m_ nSessionID) X /M3 E| R &
ROBITRETE
3.4 tEREAEMEE

ERERB BRI &, RIELRLSB AR
MRS A, ATTRREREOEER. S TFHSER
R, SRR U A IR IR, R B0 {8 A2 Bt 2R L)
e B RELRIHATIZER

EHEWBIE 144 A B BHR XA R Y CDataTrans
MR EEN. MREERFENKEHRTIBA &
WEIFHIS R, AR R R I, B Z AT R AR
BER, B S AN E. HAFHKL R BE,ER
SERTER MR, RERREMBFR 10 050, B
B3R 0T LU R A e B

3t FR/MER IMB 83X, RERFEBFHE
LU BER KA B —E B , BT — IR AE.
HRAENFRRELSEMEIRBTHTH, RE
B A/ A IMB, B 3 5 R R AT LR S R/, LA A
ARSI H,

4 Fgalik

AR FERX REHFTHEN K, Hin2 N
RESEAETTEFETHOEE RERGXMIEEH
HHMNIUTIREEE 1, MERFREN—&,FFIL(E
REH)ET, B HE S S RIGEEE - RN
1,35 Intemet B, X ERBAAEHT T
R (A—BR )M, 840 T4 HRRAE R 12 /b
ARS8 EFKS 8), BN TEHEFP BB ERSFE
124~168 Z 8], WRER K 1 iR,

A1 MEAER
FBARY b 474 WK R
BrER 2386 2359 98.9%
BE X 43827 42469 96.9%
XS 7359 4541 61.7%

M FATUE HBRE R B2 CERFRRE
HE IR L BBEELNEREFERATEZEER
8, 8 T REF AL I R H T HER MR, EPE N
BB KR, THESSB—ENZER, MERE

(TH% 248 R)



- 248 - HENHEA S LR

B19%

B EEE RS BN .0 PCL;

(3)PC1 ¥ LB I PC2 1% 3k i 8038 , 338 i 3¢
WA K BAE A& E , 5T RE N EE A B M A 5
5 57

FRGETHRERESENT:

B, & PCl TREMP LR, STRER
WS, B TR AR R "R, REHEA DWW i 1
RE.

RJa 7 PC2 #1 PC3 T 43 545 3 3% 1 SUHF route.
ini, 4 PC2 1 PC3 WM&, PC2 MIBE I AR
mE:

59.64.180.1.0.0>59.64.180.183.0.0

59.64.180.3.0.0>59.64.180.1.0.2

59.64.180.100.0.0>59.64.180.183.0.0

{RFE 5T ol Ui, 3247 PC2 #1 PC3 E AR T, It
BRI RER PC2 EHBABTRE, THE T KER
B U R AP R B B R RS A BB
HPEB., A REGECLEFEITEE, KR $.0 PC1
W Y SR BAE

3 &RIE

A UREF A A X H Internet P45 KGR, i1t
HFRT —EHRFEMRERS. TEERTHER
WARENRAERI, SE RGN S RS,
EHBEREBELCEEERRSE, ZRTEBENP.L

. FEN TG — -

+
-t R ERate st Sie Shee S o

+ P St +
L o e e e (R s s s alees st S b o eon SESS Shnin aen oy

MW S R P S L B R AL PR R 5, IR & T B i
RGN ERR ., AR R SR A RS
ZHEAAMBAX REBAR NS, h 4G #— ST R
X AR RET R ARSI R TES
FT REFEER,

BETHK:

(1] EHARGHE, BALE, %5 ETHRAR Web lRF 2B/HET
B BERED]. HENBEAR SRR, 2008,18(1):206
-208.

(2] & X.BRRV,DHE,% MELIEnERAREMR
SRR ] BT AALE S, 2005(8) : 39 - 41.

{3] Johnson P, Andrews D C. Remote ocontinuous physiologicat
monitoring in the home[]]. Journal of Telemedicine and Tele-
care,1996,2(2):107 - 113.

[4] Hafh4FE, 5. GPRS R LB RSUEARI)]. &
N R GEES,2004(8):20 - 22.

[5] Olaf F. Remote Monitoring and Control of Electrochemical
Experiments via the Internet Using Intelligent Agent Software
{J]. Electroanalysis,1999,11(14):56 — 64.

[6] REZE,EXAH,DHEE. ET ARMBPAXRTREBENM
XA HEHEAR SRR, 2007,17(8):190 - 193.

[7] James Won — Ki Hong, Ji — Young Kong. Web — based In-
tranet Services and Network Management( ] ]. IEEE Commu-
nications Magazine,1997,8:100 — 110.

(8] ZE#B, ANM,.BEF. —FET Web Services B{5 B
BRERU]FEREAR SRR ,2008,18(9):105-107.

SV A U COU SR W S G —+

(EBF 244 R)

B E RS RSB BN, EFREAN E
R EROE—ERM, AR REE A 61
7%, BHEEEH 3AFE:—REQE; “RIUSHT
it NAT SRR B =8, WA REEN —
B, Y5 9 XU BT Rl — R B , SEBRAE 548 (X
TERER AT, AL B RSB, X RGN
HE WU B £ 4 % 5 , T 2k I 0T B 52 R 15 48 A0 2048 o
WX R B S BT, BN X FE AN
EHBERETLR, B, RENIRITEAES
IREEERER/INERT B XFERMRRERE
T 100% o

5 H#RIF

Rt/ & b RIS BB S 15 R 2 KR
ROPEFE R SCI T MSN Hhisl iy B AT R 4.
BRI T RENIEMERER, FAHTREN
RRGH BT IER ., EEEMTRTRERS
SR, ZHES M SLENTR, EATRT

MSNP HMU 417 . BUR , M R RESAT TK, 3F %
WRGRHAT T 547

BEIM

{11 BRE,MRE. B K. 206X 2P WERFD]. HHE
PLEAR 5 &% ,2008,18(3):96 - 98.

(2] #IBETT, ¥, WinPeap SRR ZEN T RFMALI].
HHEHLTE,2005,31(2):96 - 98.

[3] Z=EZ XS, 5L T WinPeap R BB REH
fetRAL1)] . ST EHLI R ,2004,30(1):8-9.

(4] BBz, HHE, TAT. —HEGHMHET WinPeap KIRE
Me k)] YR ARF,2005,22(9) :235 - 236.

[5] Stevens W R. TCP/IP Illustrated, Volume 2;: The Implemen-
tation[ M]. [s. 1. ]: Addison ~ Wesley, 1995.

[6] ki, WES RFFEEEISMNRAER(M]. LB
Bh Tk i AL, 2006.

(7] Day M,Sugano H. A Model for Presence and Instant Messag-
ing{ S]. RFC2778,2000.

[8] Day M, Aggarwal S, Mohr G. Instant Messaging / Presence
Protocol Requirements[ S]. RFC2779,2000.



