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Research on Anomaly Intrusion Detection Based on QOutlier Mining
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Abstract: With the fast development of the Internet, people urgently on technology with the ability of discovering new types of intrusion
coming out endlessly. The combination of data mining and intrusion detection can make the intrusion detection system deal with a vast
amount of data and have the ability of extension and self — study as well as enhance the detecting ability. According to the point of data,
intrusion detection is a process of data analysis. The invasion which is obviously less than normal action in amount can be seen as the outli-
er. Therefore, outlier mining is a fundamental and important field in data mining, and it can be used to identify varieties or unknown in-
vasions as one of tools for intrusion detection, which is of great value in promoting intrusion detection system. Focuses on introducing the
LOCL algorithm of outlier mining, and to bring up the improved algorithm, which can reduce the computation effectively and mining the
new outliers quickly when the dates updated. This thesis has high values.

Key words: intrusion detection;anomaly detection;data mining;outlier mining;outlier

0 31 &

REME RGN E L, (UUREEEH TSP
EEIEARAEH . ABRK R (Intrusion Detection) fEH—
FIF MR 2BOR , A R 4% RS0 SC A I RE 1,
B R RN IREM R R AR LR ARK
HRMAH BN HTENREPHE T RBEHE
BRIFMHEHITHNT NP EAMNERRETRES
B I 4 RN AT o FE B 2R 5 93 52 B — LA
ERATMAEISN TR, MNE P R MEEZ#TE
AR B kil , AR IR R R TR E

W HHA:2008 - 09— 18; 8B HH#5:2008 ~ 12 - 11

BB LBA ARBFE S (2004kj062, 2005kj070, 2005kj071 ) 5
LR BT AR BT YR BRI (20049128)

EEMM 2 B(1983-), %, RROLBA, BT, BT 19
FRE R EEIR R M B R, W, BIBE, B R AR
BEIREE,

ZHARMBIR , EAURT R B SMBBIARTT N, [F
B LA B P R PR P B9 R A (unauthorized) T 3l

HETHIT A IDS 7= i K 2 & i B2 UK BT HXR
B2E SRECHARIT WA RRE, REH AR
FRRE G I FOR A R FHE AR DU SRER% , F T2l 485 , &%
AR EUR AR IE AT X AL A9 B0 - BLI
R, WIRER, RER N TR EHBARSE, X
KIRF TREA ST RN BERM . ETH,
AT REMSEZS, RS LR E MR XTHRF
HABERMT REUIRIAE, $ & Fho7 sk i
BRI BHRUARITH, A ITECHBE T, AN
EH—FUHMEEZ R

FI PGS SIS IR N T A BAE I R R EA
JEFA DT MR MBI 65T, B A RS S AR
K H R ST IOL S B NPT, B —E e
P EMEIRE Lo



%6 =

BN M T IRSE AT R SR A B T - 169 -

1 BEEEE
1.1 MEZBHENX

F AR IS8, BT EIFEARERNE
SCEHBEERANEBEZHE TR 25 A1k,
BAKREENME Hawkins(1980) 45 H 7 ISr S f9 A
Bt R X PIGT R PR AR T S AR Bl 44
AR BEIX e I A B LR 22, TR =4 TR 25

B FHEAREARET S, HEXBREAE -1
NAEHEMZ RN ROES, RO S8 E
n, RS HANBEHLEESHRN BFEHRA
—BBYRT 0 DX H A 1P HRERIER V, W, X, Y, Z
HAN SN FERRESEHE AR — KX
FERY S5 5 R US55 o

4

v

Alcalinitv of Ash
0

Flavanoids
H1 FHRLEGHESFE

PR A5 5 1 R AT A BB AR B AN T A

(DFEREHBARES P& A AR B EET U
BARAR—3KE 5

(2)3RB— N B BY 7 B AT RIX B BT
1.2 RERMBERBEHSW

RE AR T ROANER, BRIBME
I 89T R R T IR LR BL R R B9 75 B0 B R 4 bt
BEAR, MAKET BB N R B IsRa ™,

FRGWNTEE S OEERERN RS PR
HMIHHIRES , b FH R B EAR LA, Bt R
FRMNER -ABEZEN, FETRKBHRERNE
R, & ROBARAE LM E TR a2
BB TR, AT RBEk%, BRAN
EZBRHETRAZHRFERUBAR, RERIEALR
YT ERATE LW LT,

2 My RilEx
2.1 WIARUEREETR

FLAT, B A I SR I ok £ B BT
T TR R T REM R LTI

B EURRETEEG T E XILRIL S0 &
MXBEEN TESEBWNE 1,
A1 JURIAE S H ka8

BE %E )
B RERE (k52 L
, SREEXA AR
it B AET o z;ﬁ;g;ﬁgﬁ ROREANHED| RERM
. ' 7 B X, - B N HE
(ED) - 9
nlogn)
gﬂpﬁgﬁ BB, N TR W ARSI
— - MBI X R
ETIRE s
OLAP 10K | WREIA, A THMH| TERTE
FHER | P
ETRE| RESNIA AR
P e e L L B
, . ERFE
gar | LORIEEERSK) gy o) | e
g Wi
AFER ] ERTR
: i LT LA R, s
LEERINE I ey el B T PO L
HiE%
B N , e
BEEE | EERSERT NLEE | Ok + ) T
BFEE| LOFEE | TURREERE | O(akgn) TRRT
P Bz
SRR 0le)

2.2 WMIAREEENBRNFNEAIR

L RERREB N AEA RGN P R R
EABRRZE:

(1) EXEENRBEERTARKER;

(2) ABECUETE S L0 Rt B9 B (W 3 IE F BUE S
o

FEARKGI P A A RRAERBEART A, AL
BAHREERB &, MEEN EBHITHE.
5 B 0 B O A B P A SR A B s R B O
LT UREA BRI B R EXERLN, B2
FEE R ERE.

PR E T BRI B R PSR A, A

3 LOCL MM mEZxREBtHEZX
3.1 & LOCI EiEEifr

Spiros Papadimitriou % A & i 9 2 F & E 1 B
S5 iR %] & B: (Local Correlation Integral, LOCI)!®),
LOCI ik RN T#HEHRE, MRBIEETHEA
HEEET MEEEFITEESFTHRANEN
LCIF &, i Fi+8 LCIF f9aF8 & 22 B K&, LOCI
B HEENATHSHEEENERARLN, Bt
Xt LCIF B vl A1, A BB X &89 LCIF fE,
G R R A E A 56, AR H — Bt 1
AR R T EREE R W, B, Xz
S, R MEARR N LREE, R —



- 170 -

HHENSAR SRR

%19§

PS8R AR 7 H 1 5 F B 298 58 5 (Dynamic Local
Correlation Integral, DLOCI) , ZE R BT B & R ER
ZRWATSEEESTE , TR ERT
ﬁﬂf?ﬁﬁ%m LCIFfE, AT BT E T K KER
PRSI

3.2 BEFEM

LENINEE M B — X &, A X R 89 LCIF
Bl AR AL, 2 R S 8 S B B A e AR
P RB R PR T A, B RABHEMIE
WE, AR ERBEEERNBERT B/
BN RBRrAE RS 2 BT R RERER,

Bi& D I—BABES, o FEPIEEN S, TR
BRI p, B THLMIERFE B BT,

1) IRFR MBI R p TEXT R 0 May - 4B
B, BBAXE o Bn(o, v) M nlo, o) HEERE
AL SR Z I, WX R 0 1 — SRBP AR pi 18
ay - BBBEAEXER p 8T, IAXER pi Bn (pi, o
y) EEBEEAETM(LE 2(a)),.

2) WRFE I MIBRITR p FEXF G0 B 7 — 481K
AR o P, IBALUITE o B n(o, r) H
MB o My - BEA o v - PHREEMR p WHR pi
B n(pi, ay) HRFEREZLLE 2()),

3) MRFHHMBMBRIT R p RIEX R o By — 4B
B SRR o Wy - SBIPRENXER pi Bay - 4B
BAEXNE p B, X5 pi Bin(pi,ay) BEAKEEL
(RLE 2(c))s

’/\

~

N(o,r) N N(p,ar) = O
HAMER o FOEEZEMER T
3.3 HiExm
BHEE D PHIEX R o HBIESEHA
Struct NodeType
{Data type NodelD; //48-1™% 5§90 —RiR%F
int count - num; //ZEHH4RIE P AT R BH
int sample_ num; //BURE 4R35 4 A7 BB
Bool Lif // Leif {8, FIFARIRRE AL
Datatype * cNode; //EHERBFRIT BB PHIBEXNRK
NodelD &
Datatype * sNode; //iZ#EFRMEFFBUFBIR P BTA 3 R K NodelD
=7

}
AR T DLOCI B # KB 17 B 8] 3 /T
LOCI B #:pia 17618, 3+ H 38 B K, BRI 8 .

4 H5FRIE

T E RIS B 3L AR 238 I35 Hawkins
BYPRS E SC, HIRE R I B B B IS 308 . BRI
SL AW S BT LART BT A PULL AU XA IR I B4 By 4
PR W, RN AT AE TS L.

BRI SIS AEM LI E P LB, XF
AT ETFEENRBXEKIANERS BRIl —
B E—DLOCI B, ZBEEAMAREZH
BRESGR, EXEOHER  RESEEEEHEN

FOSLE, BB RELAME.

i ™ ¢ AN
i S e ‘. A Sk
' Op -m; .' }‘p (1:" 6-—'-r—- o!i 'J p. ’ -——r- n [1] Hawkins D. Identification of Outliers[]J]. London:
P S e e / < Chapman and Hall, 1980
\\K ,/ \\ e 4 ‘\\ - /'/ [2] Hodge V ], Austin J. A survey of QOutlier Detection
----- T --—F Methodologies [ J ].  Artificial Intelligence Review,
(@pEXH o (b) pTERR o i v -4k F, (o) pAEHNZR N 2004,22(2):83 - 171.
a vy -8R BIREE o ABh y -4t p :

B2 KBEHH, 0 ABERLFER

MBI p WRAERITEZEMES, WER
AAE o HTETX S p e y — 45 IRAX S p A
RETEN R o Ba ¥ — 4BBRAR, R 3(a) BOSME, BR
23R8 p HATHEH SHE T EBUEXT R 0 #Y LCIF
{8, T HE3R R 2 p (9 ¥ — ARIR T BOXE QAR
BEEZEMES.,

FIZE, 5% p B9 - — 4B BT B9 T %% R
3(b) M4, FREMNUBRAEZEMES T M
MEEANR o EXMRp B+ o)y — 488 H, HHN
T DIEE— A M SR B TS o 9 - — 4RAN
% p ey - ARIRE, R I 3(c) HOZ 1, BR8],

[3] Han] W, Kamber M. Data mining: concepts and
techniques[ M]. New York: Morgan Kaufmann Publishers,
2001.

BEE MEARKMALZHRITSER[M] LR BF
Tk 4 it ,2002.

W = FEREBRKE. ML SRMERERRERER
RSP A RED] THEAURE,2007,34(10) .7 - 10.
Papadimitriou S, Kitagawa H, Gibbons P B, et al. LOCI:
Fast Qutlier Detection Using the Local correlation Integral
{M]}. USA:[s.n. },2007.

BRE EXE BERBEFENR]L AENIESN
71,2003,39(19):23-27.

White G M. Nuggets and data miningl M]. USA: Data Min-
ing Technologies Ins,1998.

[4]

(5]

(6]

(7]

(8]



