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Abstract: As the technology of MPLS was widely used on backbone network, the Internet service providers provide the services of VPN
based on MPLS for VPN users. There are a lot of security leaks in sevices of VPN based on MPLS while data packets are transported in
" Analyzes the structure of MPLS VPN and security defects existing in the VPN. Proposes a method by which 1PSec is applied to MPLS
VPN to enhance the security of user data. Studies the security functions and application ranges of IPSec. Put forward how to config the
IPSec protocol in client edge devices of user’s network. Realizes the protection of VPN user’s data before the data enter into the backbone

network and explains the working mechanism of IPSec packet.
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- hostname cel

1

!

ip domain — name cisco. com

!
!
~ crypto isakmp policy i
" authentication pre ~ share

crypto isakmp key cisco address 9.1.1.35

0.0.

1

!

crypto 1PSec transform — set test esp — 3des esp — sha — hmac
!

crypto map vpn 1 IPSec — isakmp

set peer 9.1.1.35

set transform — set test

match address 100

!

!

!

interface Serial0/0

ip address 9.1.1. 146 255.255.255.252
crypto map vpn

!

interface Ethernet0/1

ip address 10.0.68.1 255.255.255.0
half — duplex

!

ip classless

ip route 0.0.0.0 0.0.0.0.09.1.1.146
!

!

access — list 100 permit ip 10.0.68.00.0.0.25510.1.1.0 0.
255

!

!

line con 0

line aux 0

line vty 0 4

login

!

!

end

PEEAR CE2 MBLE:

hostname ce2

!

!

ip cef

ip audit notify log

ip audit po max - events 100

!

cryto isakmp policy 1

authentication pre — share

crypto isakmp key cisco address 9.1.1.146
!

!

cryto 1PSec transform ~ set test esp — 3des esp — sha ~ hmac
!

crypto map vpn 1 [PSec— isakmp
4
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deseription CEl WO RS ZITMAREE, FHEERZEE, A

set peer 9.1.1. 146

set transform — set test

match address 100

!

!

controller ISA 1/1

1

!

interface FastEthermnet4/0

ip address 10.1.1.1 255.255.255.0

duplex full

no cdp enable

1

interface FastEthernet5/0)

ip address 9.1.1.35 255.255.255.240

duplex full

no cdp enable

Ccrypto map vpn

!

ip classless

ip route 0.0.0.00.0.0.09.1.1.33

1

!

access list 100 permit ip 10.1.1.0 0.0.0.255 10.0.68.0 0.
0.0.255

!

!

line con 0

line aux 0

line vty 0 4

login

!

!

end
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