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Abstract: SIP will be widely applied in 3GPP, because of its simplicity, flexibility and scalability. But a lack of powerful security mecha-
nism, lead it to face many security threats. In this paper, analyse the issues existed and the requirements needed in SIP security mecha-
nism. In order to solve the problems in SIP authentication and information encryption, proposed a new method about authentication by in-
volving identity — based encryption, a security mechanism which has simple architecture and is easy to apply, to the SIP security mecha-
nism. It makes the construction of the system easier. There is no need of complex steps about key agreement, and it is easy to maintain.

At the same time it meets the safety requirements of SIP to ensure that the integrity, reliability and incontestability in the process of ses-

sion establishment and messaging conversation.
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