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Research of Analysis and Detection of Malicious
Code in Windows Kernel

ZUQO Li-ming
(School of Natural Science, East China Jiaotong Univ. , Nanchang 330013, China)

Abstract: Malicious code in Windows kernel is a program or set of programs that an intruder uses to hide her presence and allow malicious
actions on a computer system by altering the execution flow of the operating system or manipulating the data set that the operating system
relies upon for auditing and bookkeeping, it does great harm to the safe of Windows operating system. Carries on the thorough analysis of
main concealing techniques of malicious code (include every hooking action on process functions, registry functions,SSDT and etc. ) in the
Windows operation system based on NT kernel, which has been popular in recent years. Then it proposes some schemes on how to detect
the malicious code in Windows kernel, practice has showed that the schemes have very high practicality.
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KeServiceDescriptorTable — > ntoskml. ServiceTable[ * ( PU-
LONG) ((PUCHAR) ZwQueryDirectoryFile + 1) 1)

_asm /AR ACHRIERX  BUE S HY

{

PUSH EAX

CLI /781 s

MOV EAX, CRO //¥ CRO 58| EAX ## 8%

AND EAX, NOT 10000H //%)f WP #R& (L

MOV CRO, EAX //E[& CRO

POP EAX

}

KeServiceDescriptor Table — > ntoskml. ServiceTable[ * (PU-
LONG) (( PUCHAR) ZwQueryDirectoryFile + 1)] = (ULONG)
HookZwQueryDirectoryFile; //# XF JiE 38 #9 ZwQueryDirectoryFile
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{

PUSH EAX

MOV EAX, CRO //#§ CRO F 53] EAX FHF a8

OR EAX, 10000H /4% %E WP $R& 4L

MOV CR0, EAX //E[E] CRO

STI //feiF i

POP EAX

}
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