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Abstract : Phishing is an online identity theft that aims to steal sensitive information. Due to the widespread using of Internet, the number
of phishing attacks grows rapidly which results in a lot of damages. Researchers as welt as the 1T industry have identified the urgent need
for anti ~ phishing solutiocns and a number of solutions to mitigate phishing attacks have been proposed. Firstly introduces the basic concept

of phishing. Secondly, it catalogues the existing phishing schemes as well as the anti — phishing approaches. As to each approaches, analy-

ses the advantages and disadvangtages. Finally, points out the trends of the phishing scams and the anti — phishing methods.

Key words: phishing ; phishing — miail; anti — phishing

0 51 &

METBRNFERAEN AN CELZRML X, RE
RMEMBR 2B, #E5T, BRNYHE 4000 T84
AR ERITAP ,HARUEIBRER RTS8
Yo% iResearch BB H R B ,2007 SF—FFEHN
BZH X MAIHZ S BHARE T 160 12T, e F T
KT 482, AW, M ELGELATELRTE
BFEe, B T A4S FRIE BiR. 2007 4F 2
4 ,CNCERT/CC #: 4t f% 1813 SN B L4 HE
HFPREHAEHRERS, A ABEKESY
35%1,

ERMGFAHME#ESVAaRERER RS, EF
BAKEY . SEARTEHEMA P XM E LR
ZHECTHRM#E— SRR BT ERY
R

A M 2007 - 1218

EERMRRE983 ), &, HBEMA, LR B R 1
HEMITREER L e ARREE, WEE, WS B AR
FHITHSREEEL.

1 MEFIEHEN

R 4 44 8 3 B R4 F A LB R AT 9 — R KTEAT
Ko BlFRAPREENS AKFNES EHF
FREMRRSECARHE, KBAPOER S BE
BT AP A A =R

mFXFHRERAAKKRTFRIEAFAFEC L
H7, RS AE RN, ITLOESGh IR a7,
458 49 £ (Phishing) — A2 IR T 20 42 90 P,
YT RN E R ABRIERER, UM H ¥ A
Ph(one) B4R, fishing 89 {, BRIB AL T 4 X & Phish-
ing — ¥,

"), B E AT IR, S AEEE
ZAPHKSMES. RHMONEHAEREHAE
XtHEADU B BT I, 40 QQ S M kS KA &%,
BEEE R FRITMR 555 08 R, 2R 7 B h
RS FARERERRENES . MRYBENTF
BB, B S AR ARFBAES S B ERR
BEN NGB RRAKE, & EHRE RSB NS G
B, B, T~ X B R4 B R 48 “TE4K 5 i 67 B
(Online Identity Theft)iX —2 Bt o


http://www.cqvip.com

- 116 - HENEARAS LR

P 000 http://www.cqvip.com]

% 18%

2 PEPEHTE

HTHMEHETRAERE X MENSEUES
i, Bk, 46 STt R LA R YR B B
5 BRI EL o
2.1 BRHE

(DERVERR

XEBE MK EEEANSGEF B, IR A
SMTP il AR IE & XA SRR R E L SR
UM ARATZER R 5 M35 10 F P R X MK VERR 4 B
HHEHRRAPNEBESREA  REAANREES
Rpkr ;RE SRS AP REARRS, BR
RSB BR b R AL R B R B M s R A SR B Bk
PRIEG, X B RN EIGEERE O
WA E ML AP —BERANAGR X EEH®
SEAEHRERESHNEE NTAHEAHAERE
or LRk,

(2) BPEHEIRAR A

BP Bt 38 TR S 25401 T e T R4 A EL B B A O
R, 5SRTFHERKNX FIMEENGHE. A RIAT
IR A 3% . OICQ.MSN. M 5 i #1 § EEFE %,
YA e R AR, ERE MER BB G
BEIRA P, NTTRBUS I NAGBE.

(3)EERSI%E,

FEE Web2.0 BEHRRIE, LA Google. B EE N E BY
BRSNS ERPFRTENORS, BARES T
BETORZH. AATERFS NSRBI
REENANERE O HAEPSHS TRES
RYBEME AP —BAE, EEAR

(4)EETR,

o FI A DNS #K3R 18 20 HOSTS 3CfF.CSS #
WHAESEFEA S B EENRE 5! mEFEOH
ER BRI, NTTRBUR F 5 Bo

(S)BERBHA,

B H BT EME NN RRASARRRE
RAPHENFEAEZERFHITEE TR, K9P, 50
FRRAMMES TR TR, GRANEERN AR
EHR,.

2.2 (EEFEDME

(DEE MY,

HEaBEEERIBEMMIANARSEENM L
BITRE M EIEHZSEEHENHEUM M, @
BRNBENEMFRXBAPSIAEEBINERKN
CHTMEBRAP KRS . BEB%ER. B APWG
BB, Bk 95.2% WM AR IFRE X & BALA
B0 B w5 B B HT =K 2 728 : Citibank. eBay I

Paypal.

Q)EERHBMEED,

—SRHEXE AP HBELTWNL,BRE
BZAHERENRBE O, BRAPHETOARR
RERE, —REER P SRV EEZ NI —Ba
Mt — SRR EBE, BEHET MASFBELE.

(3)EBEEMNB,

BEFEEEANEERDB, SAPH#HTHERS
ETERIER BERBREFRNCRAPITAGR,
EiEMEREABGEE

3 RMERPEPBFEA XSS
3.1 BEFAHARSES

BT REN AT BB S EVEE R B F IR
BLAY , PR B3 BB 14 B A0 5 R S X 49 A R 4 AT

(1) &% SMTP Pl

SMTP 2 BL7E 8 F 8 MR 4 1% 5 1 10, R 12 AR 45 28
REFEAR A9 TR B SMTP HhisCRILER . SMTP B
SEE R AT TCP X , iX B BTy 1Y B 14 ARt 45 28 M 3
RAZHH 1P okt , SR J5 38 50 & 44 A 9 MR 4 Hb bk e £
A BIHREFHhE , BS & 35 AL FE MR 1 Sk 7E P B MR 1R 4
., BRNBHEE=TRHFAGE REHTH IPH
BE VRAE 7 A & A AR U BE 0 R Sk E iR
BREAE, BX=0ELET, RAEXEH IP it
RPN, BIFTE B BT 24 AR R 5
BB RS, SR UNERN,

H3T X — IR, 7T LA CH 3 Xt &4 A
B0 BUESLE] , 3 T4 49 iR 1 A28 L F o i B3k
LSy Rz

XEk[4]$2H T —F SEFAP(Signed Email for Anti
—Phishing) R4 El, SEFAP ZE MRS BME P
BRI R H,SEFAP R4 2800 FHR 4 FR 5528
Wi, B RGE RS AP A SR (PKG) BRI B84
LAY BB WIESR B2 2% Fn iR B 8% 41 AR s SEFAP & 7
A FREENILES L, FERFER P L5 BBt
&L TIE, TEMGREY MH1Lad, SEFAP IR 5482
FRAERBRERRESH, HEBALSH, #
METRBES AT FERN AP ERE B WRAH.
A PR EEREET , SEFAP 18 B 4 4 28 0 H BT
B2, PR 8 BB A BB B, SEFAP
£ 2 WA SR AT I 40 B — A /R AR R BR 4 AR 5 8% 59 3
o WNRMENE, SEFAP & H MR 4 AR 5 88 % R 14 2
GEARPEALIE IR AR ; 7, X R A B HE R, 3 3R BUMI Y
BT HE IRH AL B R A F P AR . PR A


http://www.cqvip.com

oM

P 000 http://www.cqvip.com|

RRES . REHI BT AR - 17 -

AT ERNE RV H B REEEREE, HA L
il

SCHR( S 158 i % IR AR R 420 B o7 & ARG BT 4R
FESH, F R AR R AU AT 1 B8

(2)#t3$ 05 URL Hohit,

HRAEDH URL MR SR IETT RIS LA T L .

(DT RS LR EAR;

() F A4y + ] TP Huhk 3R 4 5

)3T B AR AT R R ;

(HERS BN AEE 4.

XHR (6] 1 LinkGuard ¥ %t URL #4741,
B () @) WAE IR R a R, BT ()N
BHEAN TR ARG . HILREN A TRS
wMEI X AR — B RE R . BRSNS
B, W R ER AR A A E L

(3) ETHERIAFI .

B FEE RIS TE R E R B o, Bl AR
WERBARMHAUE, XURAEEENREERNIR
Ao &3 —4Fa, CHR(7 R B T MRS IX A
ETRIBERM T B :

BHE BFERP A E RN EME R a5E
RS 2. RN SEMY ST IR BT
ARYFIaEERE, KR, RERHAERE, RHEpE
F EMD S35 18I BR £ o5 59 BE 42 59 I 3% 24T AR LR 3
BRSPS, R AR B — 5 AN AT A
YRR . FESCIO BT B, X T 4 RO £ B R AT A
THESE,UNSERMBTHRSE. BERENAT
BBFHR 4588 F , AT LAXT 49 S BB F R 4T WA 45 o
3.2 BTy

(DETHAES.

FREBMMIBAERBEINTAHAES
(JavaScript, VBScript %) 8958 KN EELELAY, T R &
HENDATERXAXMHAEZTH . RATX R
AEELR, AR RIS IEH B R 35t R T KB
ATE T R SE AR A INEE

AntiPhish W] & Xt JavaScript #E47 T A0 B9 H.
244 00 TTAY £ 5 R TR SCA A Y R, R AE S L
M7 L% AfG BRI IE BT, s & F A 3E 5 T (5

BIA ST #5%, AnuiPhish T E4 ST B R FAMAES
HITRA R RIC R, B AT Mozilla FireFox
RN AR M. RMEY B IE X K288 H F Linux
M Windows I RZHLHI AR 52 2 M6, 85X Fh e E 89
FRTEIE FRH,

QETFELH,

) FHECYE E P FEAE 1Y Phishing 84 B XTuh S 1T
B, MR PR S ER B AR 23] Km AP
AHBEL, 2 LS [E7. 0, EarthLink 8 Scam-
Block!'1, PhishGuard!2!, Netcraft!'*! LA J& Google Safe
Browsing on Firefox! "4 &, Hob g B4 %38 o FI
B MBS A E . X S5EENRER
14 FIARHERS R EE 2o

B2, # APWG BFIRE B, 8 8 R b ¥ 1
FEYERTE) R 3.8 K, MR KA 1A 30 X, Hit, 2
ZHBER—-ENRBE,FHEXEBH NN A
i
3.3 ETihiagsit

SSL AL FR REZ FTEmZZ b, £ SSL %
2HHE P, B e SRS R BLEE RS H/IEE
B FIEBRMAP—FREREP N, &P mbEvL A
MEEEH , FHAMNRES SRR 21EFHA
T, LTEFAEME H R LIRS, TS
FHHRAERE S ARAAAERE.

&4t SSL ¥ A RIETE ML, B FiEfi4L
FI(CA) PTRERS R UE+5 , I A BERIE 2 T SSL Hhil Y
SW—ERGEBWSHTH. RE Y- PREIE
PHAEHABEREER, MX—SE2—HAP A0T{E
MBI .

XHR[1S)RH T —FHTF ID A SSL il &t
DU 3 T UL B3 5T B AP L BLE P o 5 IR
FHumZERES . 8—TR%SERRAAE R
INE— K, B RA A AL R 4B fhER. HI P8 —
R HEAZIE AT, X IR 55 2R AL AR R B9 2 SR B BORAT
lE. ZEBRSZRS B INFESIE A E %
RIVATSH ., BT RS IE S TEFASH AR RV bt
THE— B B0, B AR B 2 2 5 H R ST
Byh S B MBS, HH B TRAAE R J Xt
B —TOAE, f I S RIS S T S h
£

ZHERRBIF AT IR % 28 1Ak 5 8, B
BV MR S A SR 8 st .

3.4 N £

NN BT R EFT LRGSR, IIEH
B B R T,

Hp 31 W hMETIRERS ST ETER
SEXTIRVEERE, AT B T AL TR IR T B3 2 W o
BT 5 3R i R BT B M 5 BRI
Bl B ;3.3 W RN RIKE R H i & A
IR RMBR T R ;0 FTEERBENIGENFEH &
R B EREERBHEARANE S, &t R HE R


http://www.cqvip.com

- 118 - HENBRSRRE

D000 http://www.cqvip.com|

%184

AR IE ¥ HRFT A UE LT,

4 HRIE

BT, “MEHE" N R BEEREA=IHES L,
HBHTERES B SR, SHTRESRE
“RES AT A S T RSN RRENSS T
BESAR RAEANEAKREFBROMNE LR
Ho BEBERBAASHBEEHAR, FFMENA"T
S5 I B, P IR LA . R AR R 4y
B BRI NEETHILIERHERBER
G BTFHSNERBERS SERRL, HEMNE
HERFBERERE, R EEE BRIy RS,
SR BB I ZE R B Y BT L

t 74 8

[1] CNCERT/0C2007 £ b3} 4F R4 %4 TR & [EB/OL].
2007. http://www. cert. org. cn/articles/docs/common/
2007082123431. shml.

(2] #EK# EXRIFBGRAE[I] MBREERSMA,
2005,8:7-9.

[3] Phishing Activity Trends Report for the Month of June,2007
[EB/OL].2007 ~ 06. http: //www. antiphishing. org/ .

[4] Ren Qiong,Mu Yi,Susilo W. SEFAP: An Email System for
Anti— Phishing[ C]//Proceedings of the 6th IEEE/ACIS In-
ternational Conf. on Computer and Information Science. Aus-
tralia; IEEE Press,2007:782 —787.

{51 Inomata A. A Novel Mail Filtering Method Again Phishing
[C]//Pacific Rim Conf. on Communications, Com — puters

and signal. [s.1. ]:IEEE Press, 2005:221 —224.

[6] Chen Juan,Guo Chuanxiong. Online Detection and Preven —
tion of Phishing [ C]//Proceedings of the first International
Conf. on Communications and Networking. China: IEEE
Press,2006:1 7.

[7] Liu Wenyin. An antiphishing strategy based on visual similari-
ty assessment[ ] . Internet Computing,2006,10(2) :58 - 65.

[8] Fu A 'Y.Detecting Phishing Web Pages with Visual Similarity
Assessment Based on Earth Mover’s[]]. IEEE Trans. on De-
pendable and Secure Computing,2006,3(4) :301 - 311.

[9] Kirda E,Kruegel C. Protecting users against phishing attacks
with AntiPhish[ C]//Proceedings of 29th Annual International
Conf. on Computer Software and Applications. [s.l. ]: IEEE
Press,2005:517 — 524.

[10] Raffetseder T. Building Anti — Phishing Browser Plug — Ins:
An Experience Report[ C]//Proceedings of the 3rd Interna-
tional Workshop on Software Engineering for Sccure Systems
(SESS’07). Austria:[s.n.],2007:1-7.

[11] EarthLink. ScamBlocker[ CP/OL].2004 ~ 07. http: //www.
earthlink. net/ software/free/toolbar/.

[12] PhishGuard. com. Protect Against Internet Phishing Scams
[CP/0OL].2003 —01. htip: //www. phishguard. com/.

[13] Netcraft. Netcraft toolbar[ CP/OL]. 2004 — 07. http: //tool-
bar. netcraft. com/.

[14] Google Safe Browsing for Firefox [ CP/OL]. 2005 — 10.
http: //www. google. com/tools/firefox/safebrowsing/.

[15] Tan Chik How, Teo Joseph Chee Ming. Protection Against
Web — based Password Phishing [ C]//International Confer-
ence on Information Technology (ITNG’ 07). [s. 1. ]: IEEE
Press, 2007 :754 — 759.

[ P U SR ST I W S SR SN GP U CUNIN S ST SO VISP ST SN U SRS SURE IR WY S SR WU SR SRS VNN SR SHSS SR SIS S SR YRR ST SRS S SURP S SRR S M

(k% 111 R)

Computer Vision, 1996,19(2): 129 — 146.

(7] ML, HKA,E B —FET AdaBoost BREFIEBA
BB ()]. HEH TR ,2006,32(11):222 - 224.

[8] Yin Jian — qin, Li Jin — ping, Han Yan — bin, et al. A New
Color — Based Face Detection and Location Method by Using
Support Vector Machine[ C]//In Proc. IEEE Conf. Control,
Automation, Robotics & Vision. Kunming, China: [s. n.],
2004: 838 —841.

[9] Han Yan— bin, Liu Ming — jun, Li Jin — ping. Face Detection
and Location Based on Skin — color Modeling and Geometrical
Features[J]. Computer Science,2006,33(s):311-313.

(10] BREBAE, XBH. BRERMBEARGRI]. HHENER,
2006,29(2):194 - 207.

(11] ZFEL4#,kEKE, TER. ETEHARAGHEZAEER
ABRB®REM)]. DEME T EYLRE, 2004,25(8):
1506 - 1509.

(12) Z=EM®E, MEE, 2F. E TR AR I 8RS8 A
BRI )]. TR A, 2006,26(8) 1854 — 1857.

[13] A BREE, e . % BT Rk & FBLR 1 AR I
[J]. %248 ,2001.12(12) : 1784 — 1792.

(14) EXT.FLEFHE —FHHOETHRBENZEA
RrEhr gk (1] BV LB 582, 2006, 28(10):54 -
56.

(15] BRB R EBF, B4R, i EEARBROBTIRR
()] 45 k23 B RFHAR ,2000,21(4) :413 - 418.

[16] Hsu R L. Face Detection in Color Images[ ]]. Pattern Analysis
and Machine Intelligence, 2002, 24(5): 696 —706.

(17) BAM,F K. YCOCr S A —Fh 2 T DU st 7 AR A9 BR
R A ] P EEREE ¥R ,2006,11(1):47 - 52.

(18] X ¥,k R. —MFHMNETRAMEH ARG R
U] BN TR S55A,2006(11):70 - 72.


http://www.cqvip.com

