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Construction of a Safe and Reliable Web Services with WSE
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Abstract: [t is vital important to protect the data integrity and security in Web services, while the Web data transmission is insufficient to
be transmitted successfully and safely because of the current develping of Web services. Using WSE to expand the secruity of Web service
is a new solution under the existing framework of Web services. Aims at an entire description of constructing a safe Web services with

WSE through the X. 509 certificate”s signatures and encryption. In addition, a partial code of College Students Entrance Candidates Infor-

mation Collection System is given at the end of the paper to show how to construct a safe and reliable Web services with WSE.

Key words: Web services; WSE; X. 509 certificate; policy

0 51 §

Web Services 1F i —# #7 ) Web B FI R T2 £,
RET MR RSN, Bl R fF
FBA R Internet A E BRI, EH BN S HFH
FEEMET - MEANSFEGESEXNERE
M, LT ARREMF & LN RN ER S 3%
fE. Web Services LASHAR B9 “S B IR %5 (Saas, Soft-
ware as a Service) BAEHIES, # X Web R E BYA
LTRSS N R B SR B B e i 45 AL B O A2 T 3
el

TESE Al Web Services it B, 2 T E L Hi—
BRFARIVERE BOERRERE BREXSER,
REBITEERE BEIE R, X S EA
MEMBERERREALZEN, RESZRFEEANG
CRAE B BB, F TR A TR R B (5 I ik,

BREEHI 2007 - 11~ 15

EEWHE Y AARFESIH (0411014100)
EEMI - SWHE(1979-), 58, WEREAN, B LPHRLE, TN
A Weh Services & X% ; Brk B, 8082, #1557 m 488 LA
TRk,

B SSL 5 1PSec, REEM P S B AWBEFL L, HR
EMFERAEERE. TETHARINNRRFTR,
AT AR 0 38 B B 3 B9 K 4 7E SOAP 15 B ik
ALZEGR  SHHBEIE A B F TS 2 MmE, H
BAEl B4 B R AR s bt S B B A R
TTRAEFARE . ERET M BRIEE ST
B, R T RIS AR P Web Services % 45 [H]
B WSE T RAER,

1 {EM WSE $33# %% Web Services
1.1 WSERERMTA

WSE(Web Services Enhancements for. NET) 2
A NET FF R A G H B Web Services E&34RE,
B FFEH Y Web Services H, T EASKE B WS — Secu-
rity, WS - SecureConversation, WS — Trust, WS — Policy,
WS- SecurityPolicy, WS — Addressing #1 WS ~ Attach-
ments 5 & Web Services i, WSE HEZRELH T 7
SOAP #5IAT XML 78 £ XML %, kT
IMAITES SO BB P 4 — R SR BIE AR
.- H Al WSE3. 0 E£& 5 VS2005 # IDE £ BRE —


http://www.cqvip.com

- 156 - HHEIBRS AR

D000 http://www.cqvip.com]

F18 &

B, FEARTURBERBER —-IEYLE %2
B AT FH R B Web Services, 7 WSE = 8] LA {E F I P
2 /5. X. 509 IEF5 . Kerberos HIEFUA R HKEAE X
ZHRIXHRET XML W EESSHERENNBES
N R
1.2 EfTRE

LI Web Services TLBHGBHEEFREX
SOAPHERE L MME. B4 W UFIERERE
P, B IE BB ; 025 T LAR IE SR RO VLI, B LR 3K
FERIEARER . LIRS, 6 3 AT LA [ B 0 ) & 1 3R
UE B ML SR ERELE P Web IRF 25 Z18)
MEEEE, BT X 509 IEBRHEBEBEIRNT .

ZFm(nE 1 PR ) & P 3w AIE B X (Cer-
tificate Store) FRIR R %5 BR¥RIE 5 F % F 3l 1, B & P
WIEBAEEEERFE L, EAE P IRIEBNAS
XS HITES RS 2R IE B A A H B
rins , BERmERNEERE TR % 8H,

NESBEHE
(Certificate Store)

% F 3% (Client)

OB EFRIELHERHI P
@XLHEB
Om#EH B

AR % 3% % (Service)

B1 &Pk
A5 2R (I 2 B ) - IR SR Bl B % 1 3

EH P L(CA)

AR 45 28 % (Service)
OREHI
ORIFER

B2 MRE&S%apRAE

% P 5i(Client)

HEE, EREEFPRIEBESSE R ETIERS
L>(CA, Certificate Authority) B2 IE H{E{T8E, BEEH
E B R RARA , & UL B BRI B R GE, MR %5 28
Y B FIEBRNASXEE#HTHRE, AL PR
% PRIE BRI RIEEBE S, BE , IRE35iR
B/E P mEREBERAER.

2 f8 WSE {RiE Web Services 2%

HZEFRHEREBRE S, B FHFEETL In-
ternet 1‘15%—'5—.5@@%,@\ ’ ﬂﬁﬁﬂ# 753:‘ WSE *E%
B X.509 iE BB IERIBEEROINBEE B4,
WSE RHIELHAR TS5 ASMX 5 WSE Web IR % i
TEENARMER, EHEL T U RA S L
B Web Services R, BEHEAAB A BEER
B UM 7 WSE JE S T SEBL & P % Al Web Services &
BRI ESBEFEMESTE. XPRAE, HTE Visual Studio
2005 Y CH# 1B 1 WSE3.0 3738 T8 B R,
2.1 #EX.509iEH

EBERFTEA S, AN BRALFRET
Windows BJHE 454 /% 5 &

(1)i@:F CARBUES

£ Windows 2003 Server 8% Windows 2000 Server
R UE B IR S A4, FIA Microsoft IE 45 IR & # 47
e R,

(2) 38 3 1 3K 4R HE B9 makecert T B -$1 /6 IR iF
:;;;[310

B 414 B makecert — r — pe ~ n“CN = XYF - Com-
pany” — b 01/01/2007 —e 01/01/2010 — sky exchange
—ssmy AJAQIE— M AREBNIER, IEEFHES
#528“CN=XYF - Company” , H %88 3 4£(2007. 01.
01 % 2010.01.01), ¥ HHMA my FEX EHH
MR FEEF TR FEY , ARPET R,

(3) F} . Net B9 X509Certificate2 3 4% 72 £l 2 iF
H4,
2.2 WSEEEE

ELW WSE FRFERIIGE, B BEF RIFE
THIAT WSE3.0 217 X #dp 14, BN R 51730 88
FELEE WSE 3.0 R ERBFEMAT M-
crosoft. Web. Services3. dll 5| Fj il Microsoft. Web. Ser-
vice3 A& 5[], R T B4+ BIFL B Web JRF 2 MME
P ¥ o

WSE 8B B T LGES B R F LB — M B
NETH R E S MARBERLH; 5 —fFEET
WSE WRETAXRFTIRE. ZERBRUGSFR
TESCRBEES AT AR A RS TS ERER


http://www.cqvip.com

ERE

.0 0 0 http://www.cqvip.com|

LEWE% . H WSE B E LT HH) Web Services - 157 -

HEER BFEAGE MRFTEXTERE NTFEE
FromiR RS W A XML S Soik GE % 8§ WSE
BEETHEXEE), BERNATUARFEHE S, RE
AEFER G EFEMERRE . &3 ARIESIM
ARBR MR LR, BB 68T LA AR R A IE
KM H R, PR XML RS FET X509
UE5 A TAE J7 355k 4 2 Fbn % SOAP HH B o

ELEXT WSE #ATELE , A LR P 4 MR 548 5
B BC B S P2 LA T ARG

< microsoft. web. services3 >
< policy fileName = “wse3policyCache. config” />
< security >
< binarySecurity TokenManager >
< add valueType = “http: //docs. casis — open. org/wss/
2004 /01 /oasis — 200401 — wss — x509 — token — profile — 1. 0 #
X509v3” >
< /add>
< /binarySecurity TokenManager >
< /security >
< /microsoft. web. services3 >
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< policies xmlns = “http: //schemas. microsoft. com/wse/2005 06/
policy” >
< policy name = “ClientEncrypt” >
< mutualCertificatel 1Security establishSecurityContext = “true”
requireSignatureConfirmation = “true” messageProtectionOrder =
“ SignBeforeEncryptAndEncryptSignature ”  requireDerivedKeys =
“true” >
< clientToken>
< %509 storeLocation = “CurrentUser” storeName = “My”
findValue = “CN = HENUUser” findType = * FindBySub-
jectDistinguishedName” />
< /clientToken>
< serviceToken>
< x509 storelocation = “CurrentUser” storeName = “ Ad-
dressBook” findValue= “CN=HENUZY"” findType = “FindBySub-
jectDistinguishedName” />
< /serviceToken>
< /mutualCertificatel 1Security >
< requireActionHeader/>
< /policy >
< /policies >
ik XML g0, B 21T S E M
BERAADLUE ST, F05 0% o R B R e M TR A

%, R ER&EBITNAN S DL ETm AR HHER.
F5b, R T ERFFBRIRFEAT , AR IE BT FHE B &
FAEERUE L EFPROD AN X T 235
FPEIES, RS SWNFERP X4 T &3
P e, TR 54 5 N AR S0 Je T 23 IR
FHiE S, 725 P o B LM SO e T R 4R IR 5 o
EH.
2.3 EFZXR

* BT

F P UG T7E VA F§ Web Services BT, 8 B X H #17
it BREIE—4> Web R 51U, Web AR 5103
KIEE P HF Y Web Services M fi o, HEF S LA
LR Web Services G, B P MBI EKEE
TR ERMRE [ ATERELE, BEERIE
Fisfe k% SOAP #HR, NE &SR FLEHRBEL
M, RERBINEESMELMME A Web IR
FHIER, BB Vi A B AR Web Services, FFRIEX A H
¥5 Web Services (AN B FH AT ELZMME., UT
R P i A B
/78— Web Services {438 K9 3£ 51
MyServiceWse UpLoadService = new MyServiceWse( ) ;
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UpLoadService. SetPolicy(“MyClient” ) ;
//IBRFFRLE X #F App. config IR Web Services B URL
UpLoadService. Url = ConfigurationManager. AppSettings[ “ WseUrl
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return UpLoadService. UpLoadKSXX ( strUserName, strToken,
FileFactory) ;
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public string UplLoadKSXX (string strUserName, string Token,
FilePackage KSXX) {
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GetProcCommand( “ Import- KSXX") 3
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