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Abstract : The statistic of min — sup and minconf can be done by fuzzy set concept, at the same time the third key factor of confidence can
be considered into it and min— sup and minconf can be gained by information characteristic itself. By this way, it avoids either the possi-
bility of missing detection caused by too high value of min— sup and minconf or the possible disability to detect abnormality caused by too
low value of the two variables. A new model of mobile self — constructed network intrusion checking was designed according to the think-
ing pointed above. The model was used in network — imitate software to do data mining based on the data of host computer. Further-
more, finished the testing of 3 representative attacks aimed to the model. The experiment results show that the average detection ratio of
the model to these intrusion reached above 90% o

Key words: data mining; mobile ad — hoc networks; intrusion detection

¥, ¥ E T MANET Z2 1) &4 R0 AU 5 16 B
EAAME AR :

AR IH A 2657 oA 30 ) P4 Bk 3
WAL, BRI RN REFH IR NAE, ke
FHAGEARBEERAR SN ERTH, T2l
RRE BN ABREREANELRLERTRSF,
HRESRNBERSE S PR AFRRENREN
A, RERA RN FEREHEIZE. BEEHE
A HR—IGEANAMRARALAR, XEHREENE
BRI PR A BGBRBEE R . BRIXZ
EHENFREL LB R, BREAENGREE
IR SMETA A BRI, XN BB
MBS EREN AN EMZ E REAREBRERA
Ho TBREH . RERLFERHEBRTZRILEN R

0 5| &

B AL NB RN ERERFEIB
TEBSETREEEE EBENABRESBETREES
5 Z R M AR , B b HOR AR B T A B A M 4%
Vi, i8R B A B UME SR 3T M 45 58K, 6
EHRFBNT SR, YB3 AALMNEZIN
TEPBIEER:

1) TREHZEFRFHRE, TR AN 23
BFERFMHEEE R .CPU DA K B b A F A 9 BR 1, X 3R
PoE THRERHE TN SMBEMKBT AR I/OHER
BTN AZRIRM,

2) MANET E RO RBIMNEHRPIARRE

B HRE.2007 - 10— 14

EAW B  EE NS ERSIFTEY S H (040503)
e FO977-), &, B, V0, TERKEF M AIMLE
2% BB U, EERS T RV AE TR

RBURA MEA{E BB E E, UHE MANET X
P, RA— MR MTER, EARKT A
SER—MBEM TR, FR TR LE T


http://www.cqvip.com

136 - HENEAR SRR

PO 00 http://Awww.cqvip.com]

% 18%

BLABER SRR S, UM BN REN TR
By--EHBENK AERFY RENARRIRESE,

1 BEEREZHER

B ST R A X 4 R L A B A AT A S AR,
AT S B AR A A AR R B TS SR, Bk
FRENBIEZEBR, ERIZHE BH0AR, K5
A B4 AT ILA,

1.1 XESHEZE

EBEMUCI S R B — N EEBIEE D,
SRIB A W R B /N X7 B minsup I B /AT 5
minconf §) BRI . 1% (8] &8 ] LA 43 f H A F [ 25
@ Kibh D ¥ EB/PIIFE minsup KT A ERE
5,0 F IR E T B % 4 B 2 B /N {5 minconf
(BT KB, [ © HoR SR BN IR R X
B4y, MR © MR T IRE R, XN AT
B&E L, IPEHXMANES FENEINTFE A, FE
B A - (1 - A), IR ZHN B 75 E KT R/
{5 B minconf, T & B0

CRFHMET AR R XY, HR X, Y BF 4
¥R, XCT,YCT,XNY=9
1.2 BESXREE

R4 B R SRR B o SR T B0 R E
TR, A AR AT SR A R T SRR P A B SR Tk
BEVAELINFH— BIEFRCHELENT

1) KBRS , ZEEE T HEE CRAA
B ARECE P P SR D AR R RO BB 0

2) WEBIESE P —KEIECRBAC MY A
RIER NS Z HKEHK ,

3) b igE BdE AR IR U iE R BV R IR B 1,
Jo B — PR AR U A B R R,

4) FERBA MR R BRI BAREE EdH
BHRICRAIT LA RKILR 5 BRI (LM
).

1.3 FIaHmHEZE

FE 314347 S A6 B 40 A AT PR R 0 R B, 6 4
BT R4 4 SR S T A [R) U T 6] B SR R, 7 571
ST R KA RS IC R Z M. B0
BRNEFR . EFESBEETRAEREAP BRI
REMBGFENBRRXFIER, FIEKXEREES
5%

1) HEFP  ABHE T & A R 4K, BB T & 4 Y BT
()R, 3 R RO R AT HE P, 2B R
Hl,

2) B RPN AR 1R B R 8 BT Bk

- R min—- sup =

FF3l.,

3) ik AR AP BREREIERE.

4) FNIY AL F R B R e 58 S N

A SRR B, IR R Xt 5 — 455k 9 L
Wi, Gl L &ME SR A, 3T MANET
Mkt REERTEXMBEZEEERHARK R
Si— AT R, B E R BB IS IR R O FUR PR
RIS, 5 R IR SRR T BBy /), RIS I KPR
ERABFNE. X+, EEERGEMBEREX
BOoMER EXMERERE, BB TAHAT
MANET R 45 RFHE A9 B

2 MANET PRIy RIEZHEE X

Agrawal 25 A 13 H T — Fh 85 &% B 9 6 BE L
NI E Y, BRXANHE ERE /N FFE min — sup
ME/NE1E B minconf B BE R A NHE, AEEdE
HEEEEASGHEETERS,. FBOXEMIRE
HHRESRERE, RESGERITEERH R FHEE, A
IR HARFIR P, K AT X B A 8 7E B9 ALY
HREZETANEERBRAMMUT, T MANET F
SR, RE/PHNFHAEMERREGEHOHLE
WA, BRI S SR R T A 4 18D B A g i
SRR RS

WEEE C = lcy,c e, ,3Hd ¢, ACHHE
i B, R EREE CHH—NEEFFINEP = {p),
P2 Pl PENMEEEACHEBEEE, HPEINR
# o Q<R m) BIZERIFLN R4 5 TR R
{Br1sDrzs™ s Pt (w0 > 0), HBL IR R BECH F0n
= A fous fors SOl I T REESTHNEEE
b FERFE SN R R IR BRI E R ULE R
BER o, A UBRERELS N ZFFREMN T
-

2 dis

i=1
V = : o

n

FATE RS N KB RE V. B AE S W
B STRBONM, BR LB S total(C) BRI T I
Z CGI(HPKEP)

ltotal( C)

JERL R/ NEE

)E% B = mm‘; SUE)O

p

AT HE— 2D 2 3R A0 35 AR B A RO B, SCRR (9,
10] ZE4 S T7E min — sup FI & F B RO EERE _E FF8 n—
A NEBEE— B X L, RN R TR
M HERTEENSEFREMEBESHEEEZ


http://www.cqvip.com

&7

PO 00 http://Awww.cqvip.com]

i F% . —Fh MANET AR RSB + 137 -

Pb, AT A0SR SRR AE A KB B SR BE AN A {5 R A
Gt AL, 18 1 A R B (R R AT 45 90 B R SR A
BT a7 SRR AT ASE M o v B X B BE (. R
1R E LT

R R BIXEBIER

INiZ Bi;Vi*(B,"*' ‘/1)

B~ VB R EA B H %
B R E Interest A] BE KT O, L AT BE/NF O,

SR ISR, R P BT IAT A & R AR RVARSE
PR, 3 8N PR R IERT T AEK,
SR AFRBRERSZEN PO YR
2, ¥ HRTAR AN B st AT LR, B P AR
Bo HUEBREHZAT N ERTARERS, &
W, B R EIT . RBARKIERWE 1 iR,

X R B E P ST R AT
UBEERFOTE MAGRET SR, X4

AT LLES A TAED BRERR, B

HEBRMMBHERA MR- EGHELT

WL, )2 9 BT A F 4R AR A E o AH R 89 U
W BEEBENERE B EFHIER, HHE
LRI R EH S min — sup 1 IN AE SR B IR
LA MR R RME TR EE X
MR E BV e SR R S A I T
B I IMABEMNA: S, = Saa U {11, [FIBT BT
WIERHEMATENETE, T URE W RS2 E
FIRER, BT — R IMA SRR LB K&, nkiz
WHER EBIFANAETER, hTHRIARKAEE
AR R AR BT B e 1) R

F—H MR Cpry FXFFEDT min — sup HIIR
%

BB RMER o PREHERETENHTE;

BELRMER G EFRTH—BEREREH T
EHHETE,

HEU SR, EH G = 0, BRBANE
AEBREZERENBEIFE K - BE L RAFHERT
KR L SaR/DEFERTEEMRBEAN, BE
Tl B BE(EDOR 7= HE TR RC RV 4R

3 AERRNER

BT MANET K8 Fr ok i, B T RIRIZ A
R B PIRRE R ERE SRR B N ETME
AT ENMEIRIZEMF . 3T MANET Mk
PE, BT R R B RN T SR AR E T, B KR 3K
R RHNBRRESE . FI AR R # H40E
FERATFH AN FHEIRCRT AP ERTE
MAREHTHAE SRR, BN X RGN E
—RERIEER R — B P R R B, BN 89 R
BARRA - EREHE, AR &EEFERSRMF
SIS KR TR RA MY RRER, WX
B RE PR FUTE R R RS R SR IZ 4R B s o Y R Bk

&A% Bl smmmsis
4.‘
A
HEBLE (4 s HUE g
A
v 3
SEAL B ;
—p| BEARLRNE e Lk R g
R ERL

A1 ATHELZEOARARRY

4 FEXERERSHR

KR M40 2437 MANET (5, 3CER[14]
R E—PNEENBHEERRS, TUERHE
Wi RAERAR BHEENREE, ETBHIMNEHE,
WEBERFAABRUHRBEES, ERHEK
{3 F AODV B SEBL T 3 FP R B A s SR BF 5T
BRI S B T XJLMEE AR
Z2:OBBECEFMARMBLERERTG; OBEN
IP sweep W ifi ; Q8RR IR K FF 5 B
Witio

FESCI R M IE B 17 R BB SR R R R
KA R, SR 3817 B I WOE IR ER BE R P AR
A, BFRITHARERBRARET EHH, AX
B AEXRE, SRAAAAXNENTRAFR

BRAGAER . HREXBRRE-RAGRAR RN [#

BID R&AAID A D UiEMR VAR
], ZARNRGEFER UNIXBIERSR,

TREREM, BEAN FREREBOMONK
MZRERTE 94.6% LA L, Tixt F o KB OK W 20 2
F8A%EL, XMHERGFHERBHORARAEREE
VA X, BERMOMORE FRIAM AR T LA 5
EBI B, AR, TG XBO LA KA E
FAFEMN R IR, AW LA, BREVENE,
AN RRERRAEHAE 1L.1%UA, N F
MANET W48 & U, X # & It BE SR 2 — R B AR
;&[16]0


http://www.cqvip.com

- 138 - : HEHEARSRRE

£ 000 http://www.cqvip.com|

%18 E

5 HXRIF

ETHELZEN MANET RS ARKRIERE
BRAEERTRN—A S XPRABEBERN
Bk AR, R R B RO M R I BB B o
L A BRI BE , H AT N VS AL, AL B
HAALMED SR T ZEBBHE, LUEHBE
RHMEES:

()#—S B SRE S, R SERE;

Q)REB ) B AR BN, RAMIR T K
BB, B A G R 7T 86358 2 MANET
W 4% BB SR T o

$ETW:

[1] Ichiamtac, Mconti. Mobile Ad hoc Networking: Imperatives
and Challenges[ }]. Ad hoc Networks ,2003,1(1):13 - 64.

(2] BN, HRE, DER, S ARKRMBATRER[]].
A ,2004,25(7) :19-29.

[3] Agrawal R, Imielinski T,Swanmi A. Mining Association Rules
Between Sets of Items in Large Database[ C]//Proc. of ACM
— SIGMOD on Management of Data. Washington D. C: [s.
n.],1993:206 - 207.

[4] Agrawal R,Srikant R. Fast Algorithms for Mining Association
Rules[ C]//Proc. of VLDB. Santiago, Chile: [s. n. ], 1994
487 - 499.

[5] Han}J,Cai Y,Cercone N. Data— driven Discovery of Quantita-
tive Rules in Relational Databases[J]. IEEE Transaction on
Knowledge and Data Engineering,1993,5(1):29 — 40.

[6] Agrawal R,Omiecinski E,Navathe S. An Efficient Algorithm
for Mining Association Rules in Large Databases[ C]// the

21st VLDB Conference. Zurich, Switzerland: [s.n. ],1995.

[7] Inmon W H. The Operational Data Store[ M]. New York:
John Wiley & Sonslnc,1996.

[8] Au Wai—Ho,Chan K C C. FARM: a data mining system for
discovering fuzzy association rules[ C]//The 1999 IEEE In-
temational Fuzzy Systems Conference. FUZZ ~ IEEE’ 99.
Seoul , South Korea:[s.n. ],1999:1217 - 1222.

[9] Orchard R. Fuzzy reasoning in jess: the fuzzy J toolkit and
fuzzy jess[ C]//Proceedings of ICEIS 2001, 3rd International
Conference on Enterprise Information Systems. Setubal, Por-
tugal: [s.n. ],2001:533 - 542.

[10] KR, R F WX SREEAEETR(I] R
W LAb2EBe2F 2 ,2005,24(1) : 24 ~ 28.

[11] Kuok C,Fu A, Wong M. Mining fuzzy association rules in
database[ J 1. The ACM SIGMOD Record, 1998,27(1):41 -
46.

[12] £EEE,NHE. BTHREBFFRENRESEER]].
HHAHLAENR,2002,25(4) : 417 — 422.

[13] Pasquier N, Bastide Y, Taouil R, et al. Efficient Mining for
Association Rules Using Closed Item set Lattices[ J ] . Informa-
tion Systems, 1999,24(1):25 - 46.

[14] Massachusetts Institute of Technology. Lincoln Laboratory
Data Sets[ EB/OL]. 1999. http: //www. 11. mit. edu/IST/
ideval/data/.

[15] Scalable Network Technologies[ EB/OL]. 2005 ~ 03 ~ 10.
http: //www . qualnet. com.

[16] Huang Y A,Lee W. A Cooperative Intrusion Detection System
for Ad Hoc Networks [ C]//Proceedings of the 1st ACM
Workshop Security of Ad Hoc and Sensor Networks. Fairfax,
Virginia: [s. n. ],2003.

B e S e S R o e o e e e e, S BB SRS AT S o)

(82 134 )

ZHREE. RARFELE ACHE, MAhGEMHY
FEXWRTTEN, TROZLERRETRERK
RO S R A

4 HBRIF

7 BB L i IR 4 B 48 HEAT T 4007, 45 1 S 0k
BRSBTS x B4R i 2 b A O ok
B R — TS L TR, HFEAT Schrorr HE 4
TERMER L EAE, AHAKFELNESL TR
TERSEZ F BRI T W, BN EAFR
o, AT B K R A P B — O

S -
[1] & AR )]. MIKEER: ARH
20K ,1996,33(4):356 —359.

2] WZE . ETHREF, LREEHLNAHEBRKC]/
NAXLES HERFEEBEF¥ARSIGEIE. K.
B iR, 1998:45 - 49.

(3] W% E.RSA 5¥#A RSA R4EMmEHER[)]. BRIK
¥ B RBEEH ,1999(4) 15~ 18.

[4] Dai Zong— duo, Pei Ding — yi, Yang Jun ~ hui, et al. Crypt-
analysis of a public key cryptosystem based on conic curves
[C]//Proceeding of Cryp TEC’ 99: International Workshop
on Cryptographic Techniques and E — Commerce. Hong Kong:
City University of Hong Kong, 1999:259 —261.

[5] # B, RXAF . FEREHKASAEBINY
(3], ORAEZER . B RAFIERR,2005,42(3):471 - 478.

(6] WK .FEE. .8 Z BEMEKAATHEESEES
[J]. HEHLITR,2007,33(15) : 159 ~ 160.

(7] F4AH.KIENBE. ETHEAMBLEHN Schoorr HE 4
(1] AT B S3H,2005,26(7) : 1819 - 1822.


http://www.cqvip.com

