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A Model Research of Distributed Intrusion Detection Based on CSCW

SU Lei, FU Xiu-fen, CHEN Bai-xing, WU Dan, CHEN Chang-yao
(Schoot of Computer, Guangdong University of Technology, Guangzhou 510075, China)

Abstract : Distributed intrusion detection is one of the hotspots of security detection field nowadays. Based on the analysis of the existing
problems of current distributed intrusion detection system and the principle of CSCW ,a kind of new distributed intrusion detection model
is proposed. The components of the model are newly created using CSCW concept. By cooperation mechanism and security communica-
tion, the model actualizes data share, knowledge share and load balancing among components of distributed intrusion detection system,

avoids disposal bottle — neck of critical nodes, and improves the ability of cooperative detection and the availability of system resources.
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Bean) #EATHEL, A B ST J5 1T B H5 F IR K “received”,
F—KZS . TEALEH EBEERNAH.
(DBZEEPEREERYEPLIE—TE.
public String buy()
try |
OrderHome home = getOrderHome( ) ;
String orderID = makeUniquelD() ;
Order order = home. create(orderID, owner, “unverified” , subTotal,
taxes) ; // GIB—ITHXTR
Vector orderltems= addOrderLineltems(order) ; //81E iTHY i &
PR
order. setLineltems(orderItems) ; //# orderlineitems f£ AIT8
sendMessage(orderlD); /74 orderIDfE 0 IMS I B E P /5,
HHFETREETAT
return orderID;
} catch (Exception e) |
throw new EJBException(e}; } |
Q)R EE—MHE B FECIEFA LENIR .
public void init(Context ctx, String topicName) throws NamingEx-
ception, JMSException|
toonFactory = ( TopicConnectionFactory) ctx. lookup(JMS_ FACTO-
RY); /M ETFTXHREHEREHET
toon = tconFactory. create TopicConnection( ) s //8VEE#ET)
tsession = toon. createTopicSession ( false, Session. AUTO. AC-
KNOWLEDGE) ; /@& EB &8s
topic= (Topic)ctx. lookup( topicName) ; //M _E T X &R A
7]
tpublisher = tsession. createPublisher( topic) ; //RIB R &
msg = tsession. create TextMessage() ; /781X A H B
toon. start() ; //J8 B |
G RE—THEB M.
Public void sendMessage(String message) throws JMSException {
tryf
InitialContext ctx = getInitialContext(URL) ;
init(ctx, TOPIC) ;
send(message) ; //P 8 send() J7 5
} catch( Exception e) |
throw new JMSException( e. getMessage()) ;
Hinally{ close(); | 1
public void send(String value) throws JMSException |
//RFE-NHER A
msg. set Text(value);
tpublisher. publish(msg); |

public void close() throws JMSException }
Z/RH] IMS XR
tpublisher. close() ;
tsession. close() 3
teon. close() 5 |
(HEWHER:
public class OrderDisposeBean implements MessageDrivenBean,
MessageListener |
/X B IH BIREY Bean BUH Y T — M H B VTSR, LB IH B MOT
0, 4HBR%E, £ 83RAARTH onMessage( ) K
protected MessageDrivenContext ctx;
public void onMessage(Message msg) |
TextMessage tm= ( TextMessage) msg;
try |
String orderID= tm. getText();
Context ctx= new InitialContext();
OrderHome home = ( OrderHome ) PortableRemoteObject. narrow
(ctx. lookup(*OrderHome” ) , OrderHome. dlass) ; //AL 21 FHY IR
Order order= home. findByPrimaryKey(orderID) ;
order. setStatus(“received” ) ; |
catch (Exception e) 1

e. printStackTrace( ) ;

throw new EJBException(e); | }
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