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Using SPIN to Validate CSCW System

SHAN Zhuo-wei! , YU Bin®
(1. Department of Computer Science, School of Information, Northwest University, Xi’an 710127,China;
2. School of Computer Science and Engineering, Xidian University, Xi’an 710071, China)

Abstract: Recently, CSCW system has shown a development tendency which has more users, more complex permission connection, larger
configuration dimension, and more complicated cases to deal with. Consequently, the accessing control policy of CSCW system and the
validation of it have become quite study — worthy topics in and out of China. Focusing on the design traits of CSCW system, has proposed
one validation tactic of CSCW system. Researchers illustrate this validation tactic with examples, use RBAC model to depict the accessing
control permission of CSCW system, and use the SPIN tool to apply model check to validate the attribute of CSCW system.
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HEXR,ERRETEINEN A BREERF
FAHBEF XRETENXFOBRILIE. CSCW
(Computer Supported Cooperative Work, 31+ E HL 1936 T
fE) & Gfief 1 Cashman 7E 1984 4R B K9, I TR 7E
TENBARSIFNIFRE T, — B b R 52 i —
WAL FMEF WF NP AR, B BENERE,CSCW B
BRI — xR,

FEES AT ERENH#—F RE,CSCW £4
ERHAFPBREE PRERBKEE I AREH
MR AHEAHFABRBRE NBEE. 5%
BV 115 A R i DAC( Discretionary Access Control)
Fnag &l 75 5] #8 ) MAC(Mandatory Access Control) %,

KR E #2007 - 07 - 14

BB EHK A ARSI H (60433010)
ERBT AR (1980 ), B, WA 0N, MEHTE, TEHS
FEAKG IR BERMORIE; & ), 8808, WL 500, TEW
KA R HRNE  FEEER HAEEE,

EARER R CSCW R TR, HiL,20 e
90 AR A, E E A Ravi Sandhu 3£ T RBAC (Role
— Based Access Control, i 1/ Bl ] R, AR A
TR T AR TRERHERNAR, BRET CSCW
REMTR, AR R R AR RENAREN, B
LTERINEENE RS, W EERRBET 15T
LB,

Eit 5] A RBAC R, CSCW RAFAILIRBEEE
EXERAE,FREAENVRIBR, AP RER
HMEFHTBEFEBRIAFNAC. BN
IR AR 4 AR ERAY , BR USRI R 5 M AR,
BES5AFEXEK, ANTSIA - 5 RRKEE
vl 3

TE RBAC A MI\EANH RGN, ETHE
HIESEM—HENARTLLETZERERTURE
I3FRIE , BT LAB) ALK 89 7 B B8 I R SRV IE Rt o
RIEX A BB, 7T LIZE CSCW R A M W BRI iF
CSCW RGN E MR K, BPRIERENLARRIER
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EMARFHFEN—BEMRLE, 0 AP HZEE

BHIHE, AN ERESRTRACRARRAA
— B4R DU B A RBR B P Vi1 S e

R R B , A AT W B B TR A SR B ISR AR B B 2 5
AR B 4 ok AN A LA

it AR R R TR, B RER A
B ERYE, B —S O RETFRIT T RTER,

1 HELAF SPIN TH

BRI R LT B SRF TR RRE R
R EE, TiEA B R R RS B RO T Ex
RN — A T R MR R B R AR ER AR
FRENESERD, HRELERME 1R,

f=: Yes
E: %k ogegd ‘
e Error-trace

A1 #ELREE

B h, 8 (Modeling) : #iR R AW 7T 8BFT 4, A
BAKRETRAUEZMERER;

FLA% (Specification) : 75 B R HA A B HE R , 38
BRNFERRR;

B HF (Verification) : HER R K AR BT M. W
RIEH i yes; INSRGHR B i — 1R B

BB FERE A ELERREMAZRES
FHA, EREAWH R ERA R, SR T

KPR RE(—BE—ADITHE)RRHATHE .

RIRA, ,

SPIN B M /REBEF R, BT LU LM EEM
FE AFHRRGEFIRIETH, SPINEA
Promela( Protocol Meta — Language)i& ST EM¥E, A
SRAERT BB A R R R T B SRIT, AW R
RGBSR MU H 7= — D RBIRBLII AR B
FH, M4 SPIN % BE#HMAF I RMERSR,
R AR,

(1)SPIN LA Promela A AET , 7T LLX HAFR
AR AEE - RERTRE RS RE P H
BB FEBE TR PEFF R E X R BB ID A T2 F
Hi. ‘ ' '~
(2)SPIN {# f on — the — fly A&, N BB E —
M RERESE R Kripke 4518, TURBFEE K
RE QBT RE

(3)SPIN 7 #  — 588 &) LTL(Linear Tempo-
ral Logic) MBI 10 R 40k 1, SCHF BT B9 7T AT A9 R
YRS ZEFRN ERERIESRER, Bl LEARH
on— the - fly BRI R4 AR B I ELFFE.

(4)SPIN #] fiff F & T sk 47 6 2538 5, AT L
EREEERIT R EERE.

(5)%F F 4 5 89— A i Promela #38 B9 P Y R
%, SPIN AT AR B 04T Bl B8 A998, 0 77 LA Ak R — A
CRIEBEF, RES KRR ERERTERORE .

(6)ZEH TR BT, X F o /NI A BERY, BT AR
R REZE W, A FEAMEN RS, HXH
Bit State Hashing 77 ¥R A 2 HiE R RES

2 CSCW RS X B TR KRR

Xt F CSCW R4, & %51/l RRAC R R LM B
SHR AEROEES R A A BERKEY,
RERWAE 2 B

- ] -

B2 RBACEAFZEH,AE

7E RBAC 8% e, — /¥ B ( Activity) 358 U4t
Xt —RFFLEI R, AP (user) B BRE B
BUE S TR REMEEN BiR. 13 LR —
A 2R R FUR U R A R AR ZE UME P 1R
. BHPHACERT —ERBAREAEEN
#4E (Operation) . #RFEIRIEIATE KM HATHBLH 3
#E(Action) . XEEFEMBENR B MNBRA. RS B
HBEE, UREHMF RO L. FEIHER
BETUMER TR, SEHRAFMA Q2R HX
Ro AP GULIUER T £ KB T (admission)
HWIE f €, B BB T R RR o

£H%F RBAC §94% 53, X THE R #R T LR
Bt —MEERR AR HRER, RS RIBXMEE
BT 58 R Promela MR M REEEL X TR
G BRI — R AR AR NS ERRE
KAARILHE R ; R 5 R SPIN T AL #47 #3FnAl
XAEFHBRIE, WHE 3 iR,

3 RgNA

ARRT — A RBR BN RS, B R
1% 39 321561 S BB 44 A SPIN B 3E CSCW &
G LB,

RIEE 4 BIMR, H B A RBAC #iR X CSCW
REMAMALBEER B AR BAERAE,


http://www.cqvip.com

841

E 000 http://www.cqvip.com|

B W% BT SPIN B CSCW RS0 BiE - 11 -

FEFRRER

( Promela B! }
v—

BARBIAE TR, ER

A ERUBZNRZHME
RIS E RSB B — Bk

MELHHEHT R, BREREB RN

Hip=H . TERAA B KR E(Oper-

Promela 45728 LIL A4iAsRER | ion L% = A TR (e
EHHERE B WAE RS quest) , FF i (start) M1 5E B (finish) . X1 F
f

AR RIS
[ pnamens |

FrE B RERTH A # R ER.
AEHNTEREETAGEA. B4R

R=#i

T on-the-fly mﬁj HofR 8 BB VF AT TS AR AR 6

RAT ORISR BHA BB R RAE.
FAEIFRT 3R
B 3 RBAC # CSCW # At Al ¢y A ki £2 AdmissionConstraints
W% member( thisUser, parentActivity. Examinee)
L Role B)J%l—j [ Role i ] [ Role &4 ] & member( thisActivity. Creator, thisUser)
{ - E 1 & # members(thisRole) <1
FEE \ 4 fAEBRERNAR:
Role HEA [Roe % | [ Roe#®%® ]| | Operation Openxaml
5 H Precondition # (OpenExam. start) =0
A ZEBFE
i [ % LIN l L" Action exam. readPaper() |
HR&EED EEETEE B AR .
_ ActivationConstraints
date > DATE(May, 10, 2007, 9:00)
& date < DATE(May, 10, 2007, 11:00)
55X B, Al B4 member(role, user)#
—— P HEBE  ——e——- P AEHE ————D> BEXIR BEE—-TMAEPRER 125 (partici-

B4 REEDIOGEREH

BRENNPEET =0 8 (Instructor) ,
BY#((Assistant) 1% 4 (Student) . TEIRBIE S HRA
T—NERWES . EFRES S, BIF LAgF AT
53 BE R F 2% 2 I (examiner) , 3T 0 B #T LA g 4 T
SrBL B 48 A (Grader) W M 68, F A BIF I 40 B AR
%% (Examinee) KA &, BN REE WU BR—NF
EL2ERLFZEEF R, a5 EESH .87
5% A (Checker) 1% 4 (Candidate) , H 5 F # i
AaBCAFENAG, HE AT 5N EE AW
;R af, 51 AP A% R % (ExamPaper) 125 B 4K
(AnswerBook) fEAZ ML BB H NS, P %
REUERN — P HENR, BEREE S RF R
SIEFTOI R,

R R ATH H (Owner) i 15 E B P REE
BHES LRSI AREE, AR 0T

(DESHRRTEE T HANMH A P,

QO F—IEH EHNREERL-RED
(parent activity) I T B & ;3 F— 1 A€, EMTE &

pant) H} B, members(role) Hl % — 12 5%
33, # (members(role) ) Rn— MG H S 5HH
HE.
R UL EA R, EAMABLE— I mE S
im0 RIS S B A AR .
ActivityTemplate Course (AssignedRoles Assistant, Instructor, Stu-
dent) |
ActivityTemplate Examination { Owner Instructor, Assigne-
dRoles Examiner) {
ObjectType ExamPaper . . .. ..
ObjectType AnswerBook . .....
Role Examiner {. ..}
Role Examinee (Reflect parentActivity. Student) {. ..}
Role Grader (Reflect parentActivity. Assistant, parentActivity.
Instructor) {...}
ActivityTemplate ExamSession{ Owner Grader. Objects ( Exam-
Paper exam, AnswerBook ans) , AssignedRoles Candidate) |
TerminationCondition # (Checker. Grade. finish) >0
Role Candidate |

AdmissionConstraints
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c 12 . HEIEASEE £18H
member(thisUser, parentActivity. Examinee) if
& member( thisActivity. Creatar, thisUser) /% OpenExam »* /

& # members( thisRole) < 1
ActivationConstraints
date > DATE(May, 10, 2007, 9:00)
& date < DATE(May, 10, 2007, 11:00)
Operation OpenExam |
Precondition # (OpenExam. start) =0
Action exam. readPaper() } k
Operation Write }
Precondition # (OpenExam. finish) >0
Action ans. writeAnswer(data) }
Operation Submit { Precondition Write. finish>0 }
}
Role Checker |
AdmissionConstraints $ members(thisRole) <1
& member(thisUser, parentActivity. Grader)
Operation Grade }
Precondition # (Candidate. Submit. finish) =1
Action ans. setGrade(data) }

BS5 FRXEHOGELLSHBIE

:: atomic { OpenExam. start = 0
— > OpenExam. start = 1; } OpenExam. finish = 1;

/* Write * /

:: OpenExam. finish ! = 0 — > Write. finish = 1;
/% Submit * /

:: Write. finish ! = 0 — > Submit. finish = 1;
/% Grade * /

: :Submit. finish = 1 — > Grade. finish = 1;

fi

:: Grade.finish! =0 — >
ExamSession _ finish+ + ; break;
od

FRSER DTSR EERR TR %
RIES, TS BB RE. ZEENTSREE
FARHRZ—2: W TEHERALE EFEACTRITS
(Open Exam) B #2/E 2 J7 , 7218 B B [B] N B #R4E 7]
P AT — KR E K .

AN SEBALXREINT:

# /T 1: O (Candidate. OpenExam. finish — > [
{Candidate. Write. finish)

REOMOMERFEZBUNFEF, 2 BRR

STFET M AU RER K CSCW REMNE LR
BRI BIEREN RN TEE ESR.ARAR IR
BRMPLEE e RSN RIE, I TH

B (always) FI A B} (sometimes) o
£ ERARFEB R Promela iEF never claim!”, |

REER T  BUE I, B EXE
FRAEH— LB HTRIE. HE
R, (LILE % B2 TR, R
Promela i& & #1788,
BREBERET AT RGBT
BTN ERRENEF B EE
B AREIER SR ER.
typedef Event}
bit finish;
bit start;
bit request
bs
Event Write, OpenExam, Submit, Grade;
bit ExamSession_ finish=0;
active proctype ExamSession( )
{ Write. finish = 0; OpenExam. start = 0;
OpenExam. finish = 0; Submit. finish
= 0;
Grade. finish =0;
do
::Grade. finish = 0 -~ >

Yerification Output

@I (Spin Version 4.2.7 - 20 July 2006)
; + Partial Order Reduction

i4l Full statespace search for:

. never claim +

assention violations + (if within scope of claim)
acceptance cycles + (fairness disabled)
invalid end states - (disabled by never claim)

2 State-vector 32 byte, depth reached 41, errors: 0
= 42 states, stored (45 visited)

32 states, matched

77 transitions (= visited+matched)

0 atomic steps

il hash conflicts: 0 (resolved)

/4 Stats on memory usage (in Megabyles):
310.002
40.303
State-vector as stored = 7198 byte + 8 byte overhead
mernory used for hash table (-w19)

memory used for DFS stack (-m10000)

memory lost to fragmentation

total actual memory usage

42007

Search for: I Find

eguivalent memory usage for states (storaed*(State-vactor + overhead))
actual memory usage for states (unsuccessful compression: 18014.52%)

Al SPIN TR#FTRIE ERRHE, AT LIR RIS R A 6

B 6 SPIN #hRi4R

Save in: | C:/cygwin/bi Clear| Close|

(F#% 15 1)
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2.2 FEBERETEEE N R
FENLERRER P BIE T HE, RWBIET

SRR B LR, FERE AR, FEUHE AR,

PAR R A e X A EHE T MR & B, KB4

Bz 2 fim.
22 HFHENBA
EERM A B
R TR 800ms 1100ms

LIS IR BN, SCHR B 7 3T AR R ENE E AT
F, TN A AR TRERN, RE —Er BiE N
#, I 2 BR, B4 A BTTRR A 800ms, LA H)E BR a
iR BR, b A AR B N 3 BT R M BRITTER
1 1100ms, I A a K EIEEBR, b KA FE B,

b
: P
ey

A J

B2 #FEMANITRE

3 BRI

S W AR L LA T O AR ik, BB
HIRBIAL T BTE % A 1, N 0 A B A%
BGIBIITR) SR MISEE, BIIBUARET

BEERIR. FHHEAXMNEETRRREEE RES X
BUNERER LN AR, AL AL EHATTH
FeANBsE , T 7E 5 5 S SR T A SE TR 78 b S
B 78, SKH RV RE 61 X R [R5 B BB F AR BB
HHE AR M TR TR X TiEEZEIKG
SRARMERBTHFHRHEFEETHSRIRE
— R R A R R I T '

1

a b
. '*M! V"AV'AWL-\ ¥ AAVAAVAAVA.
A}

»

B3 #FEAMBHINRA
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