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Abstract Introduces the concepts about the defm:t:on and the sort of the intrusion detection system and data mining, presents a total intru-
sion detect:on frame based on data mining, it mcludes two phases, training phase and testing phase, and analyses the function of the each
“mbxdel in the frame. In order to advarice the efficiency of the data mining, the sequential pattern mining is inducted into this frame. To in-

crease the mining depth, the sequential pattern mining algorithm can be combined with the association rules algorithm. In the end analyses

. the sequential pattern mining algorithm, and through the example to explain the advancement of the efficiency of the data mining.

Key words:; intrusion detection system;data mining; sequential pattern mining

1 ANEHNSHIEZHE

Aﬁﬁ M ( Intrusion Detection, ID) £ A1 B #5 ¢t
PRI T ENLR SR R 2t R L RALE M
WESAGIRG. G165 B4R E R G0 B L 5 A A EFI By
KEBBEBHER LB P HEARRR, AR E N —
MBRESNHBE S HBEA, TR T X AIEER
& SR AR KRR EN L REZ A
EZRTRBARN ARG, RSB KA T A
(PR T AR R4 LA BRI 7 B T 40 5 R U it
FR 2, |

Bt 12 #1 (Data Mining, DM) 2 — M EE MM 5
ST, RAKRM R EA M AR R,
REHLBOCEE & , SRR B S 7L b A (TH S R Al p
B X RHZEAE RIS BRAIRMEE, TRHIRR

W E 2007 - 06 - 16

EENE - FEEQSI - ), &, \WEBMA PR L, BRI W
NHEMRYF R, 88, WA Eﬁ}m R KBNS
B,

R (Knowledge Discovery of Database, KDD) i3 #8 #1 f)—
MRS, R YA RATE MR EESFFRH
—PMHYEROFRGE. EETATEEIEE
MG BN, BT RA BEE , U Bt a9
AP EENER, BN EEFTN. KA
F AR G B IR0 1 2 W s R KRR

ST RS TR SR

*o

2 REEBRINGE
2.1 R#ZERE

AR ARG B TG H B sl BB .
HAGHERWE 1.8 2 B,

W) &uﬁfﬁiti*ﬂj__,[ mﬂzw n-:':v“mw.twmqu
18 ,

B1 WHEHE
2.2 HBERINEE
WA 1R, TEUIGRBY B, A VISR EUE , 21T 5K



http://www.cqvip.com

%531

.0 0 0 http://www.cqvip.com]

FOETH R T IMLAZ R AA B RS MAR - 155 »

FETF A B R G 000 A B R3S S U 7 4 A0 BBE
SELAFRAR R VRS . 7E 200 R T O PG BRI
PRSI B AR, AT K AN E] 1 0N RO T
FAEFAF SIS B RIS I M R S 1 94T o L
T, WTH 48 2 1E F A7 oA L

WA 2 B ER I B, EEANLLT 8 MR

.
—— . -
R R e o
Pt g
4 .
* S, rea e umen
- ) o8, = a2 T < k H
ot | o
P B
p—

B2 sEHR ,

(D BAERERBLR . A winpeap 1 M R IRERIE
FRE A HATHAE R E

(2) Uiy BB R . X 4 R R B R O BE 2
BTN, RRELFHERE. HFEEEE
Time.. Stamp, Service, Src.. host, Dest.. host, Src.. pot,
Dest .. pot, Src_ bytes, Dest_ bytes, Flag %o

(3) FHA BT F AN i B RS
A SR — S5 LAY 1R B A I 48 T B AT

(4) B35 P < I K 25 0 o S o 1) 24 2850408 1) JR 4
HMER. HRARWKRERR T, MHERECHEE
R EMBHEFABIEEF,

(5)BETUACEE . B TAL B A T EINRE R BB E
Y. EXRBMOREEEEFHTABIEFEE, FE
IETT8E BB RIRAR o 1 LR R AL 78 S & 200
I BIEIT R

(G)BERIZHE . N BHE P P 4R BRI , R 5 4 5 %F
HATE QAT K 6 [E B O A A B I R IR S B
MU B FFE FIRE B vk 1588 RT BEAT o A0, 3ty
AT ARGRREIT N, MERRETNIER
FEF—ERENHAE AR EITH, WRHE S,

(7) IEHTT AN E : A5 F S A gy I R %
TEUE ORI o B SUAG I A S0 O B 2 A Y
TR . BOE 1278 e R I R % 18 21 A9 R0 17 4
I,

(8) Wiy N 4 < X 462 0] 45 SR BE AT R B , 3 K ) 17 45
ES e

3 I
3.1 FIEEENEE
SRR IZ A S R

(1)— I (Sequence) RIEFIFE, itH a
= a;—>az,,a, P o B—ATE—TF
B BE (Length) REFTMEEMITERA F RENF
¥R e — P35, .

) BFF a = a;— ay, " ,a,,FF b = by~
bz, ttty, b,,, ,%ﬁﬁﬁﬁ i1 < iz < <K i,, Jﬁﬁg ay @/fﬁ\
Fou,a;BETF by, a, BEFL, UHRFF] o BF
3 b By FIFE, BFF b BE e JE—HFFIF, W
REFF a FEEEHMEMTIF, WK o BixE
i ﬁi":}? | (Maximal sequence) o

(3) KEFFF S, FPIEEE Dy, P31 S X FFIE
(Support) 238§ S 7£ Dy FAEN FEA-BIEECHTF
Fifad S MTH B HME S . XIFERTR/DXIF
¥ (min— sup) B & ~ JF3 ,F-h Dy LB EE — FFF,

() FFFIEABFRFFIRE, AT R R R TR

When A occurs = > B occurs within some certain
time

(5) SR FA B+ (frequent episode) T FRm BLAN T
.

X, Y—>Zlc,s,w] (1)
Hf X, Y, Z B c BAMERE,s —RIFE:
s =support(X U YU 2) 2)

¢ = support( X U Y U Z) Zsupport{ X U Y) (3)
w B[ (AL G , X 44 %8 B9 — 4~ B R BR B A i i
FHERE, B MOR BSOS, BB, ] F
TR 1) Tt 0o SR, BB IR W w
= 17— 22, W w RN E K K BEBLTAE w 5 H
Ao

(6) HEE E AN (serial episode rule) , B
X,Y,Z EHFF R E B MG R ERF,
WZEYZEFHYEXZE,
3.2 FIRXEZEEZE

BRI EEMFIEXZRE BB ApriodAll,
AprioriSome, GSP,SPADE, Prefixspan % .

AprioriAll B3 K FEAELRS1h .

B KRIE N BFERE MR IBIEE Dy

S A RKFES

L1 = {large 1 — sequences} ; // KT K B2 15 B
g%

for (B = 25L,., % @ik ++)do begin

C, = AprioriALL — generate( L, _,);//C, M L,_,
TR AR BT R E

for each customer — sequence ¢ in Dy do// Xt FHEH
BERHE—IEPFY

Sum the count of all candidates in C, that are


http://www.cqvip.com

P 000 http://www.cqvip.com]

B

< 156 HENEAS SR FI18H
contairied in ¢; // MEETF ¢ P C, WHFEEEEIC R EABRERAIRE L - A2 - 5 3 -
o SIS
" .'Ly = Candidates in C, with minimum support; //L, ‘ A2 BH¥ANE
= G, *?ﬁ/@.ﬁ’]‘ifé‘f}g%1ﬁﬁ% C Ly C, L, Cs L;
© end - X1 -|X2-| X 2= X |3~ X[3~|X
'Answéf’MaximalSequencesinU Lis; z : z g I: § I: g : : : i
i | i i
Lﬁﬁﬁ%ﬂ?%%ﬁfﬁﬁ%%?i BEBEEEN o131 al3lasl3 a3 label 2 lodl 3
?"‘iﬁlﬂ: b |76 7 ac]| 26| 5 {avd| 0 ‘
ApnonALL generate( ) B¥ // i EHEE R c|S5|c|5|ad|0bd]3 Jacd| O
EE d|3{d|3|b|5|cd] 3 |bd| 3
A FARACE - 1) FFIEA L, “
RS G -
| " insert into Ck//E%ﬁﬁ Ly 5L, MEEsE SRR ERI—RE 3 - FFl bdo
" select p lltemsetl, p.litemset,, -+, p.litemset,_;,
q. litermiset,_, 4 BERIE

from L, 1p,L41q/7p,q B Ly PARKFEF] B
where p.litemset; = q.litemset;, -, p. litemset,_,
= q.litemset,_,; // T—H M c € C, FFARFI,H ¢
BBEEF (k- 1) RAE L, F
for Fi ¢ € C, BF ¥ do
for FF A ¢ B(k — 1) FF%1 do
- if (s € Ly)then delete RATF C, M c
3.3 AR R
SR BUR X ERE B AT RS .
A1 RPAAMAEREE

‘CID TID ISet
1 2 bed
2 1 b
2 2 abe
2 3 bed
3 1 pr
3 2 abe
3 3 bed

- B min_support =3, FFIBRK L KFEH 3.%K2

e sommfm sop st sei o e v

XRHRIHZ AR RS T — M R TRIES
BOABRNRSEER, EREP, HRELZEF Y
PRI 40 R B B R 4 e, 3 3
35 (O BR 53 SR S T T 2 L B UA S 2 A
AT, |

BEIM :

[1] LEE Wenke. A Data Mining Framework for Constructing
Features and Models for Intrusion Detection Systems[D].
Columbia : Columbia University, 1999.

(2] SRR ETFIEASHENEBARRMREELRHR
U1 TR 584,2006(1):28-30. .

[3] Bace R G. Intrusion Detection[ M]. US: Macmillan Technical
Publishing, 1999.

(4] ZENIN]XUATHT, KR . T IR0 RS ARR
WRE)]. HFHKEFER,2007(1):121 -125.

[5] & B.8 ®EFFINEINRERM[I]. MHRR,
2004,14(9):53-55.

s v s sa i s e $9fm s st 0 S0 sS4 e v s s b0 99 s s s
i st aten slan Shete SEth Shatn atuus aten slote stete sioun atoes oloos st oo o+ AGiatn atan &

st Laietn sl ooy ot LB Slete st s sl Sty Silob Shate St St e o

(E#F 141 R)

[2] Cortes C, Vapnik V. Support vector networks| ] ]. Machine
Learning,1995,20(3):273 —297.

(3] Pdesa M J. A IRFI—[FHE , 5k RN AIM]. 28
B LR R R, 2002,

[4] XIER, 2=, BHE. ¥ XRABAESELSARE
FEHES ()], LT RS M A, 2004(7):10 - 13.

[5] Arenas - Gsréia J, Perez — Cruz F. Multi — class support vector
machines; A new approach[ C]//ICASSP,2003. Hong Kong:
[s.n.],2003.

[6] Xu P,Chan A K. Support vector machines for multi — class
signal classification with unbalanced samples[ C]//Proceedings

of the International Joint Conference on Neural Networks
2003. Portland: IEEE,2003:116 — 119.

[7] Bottou L, Cortes C, Denker ], et al. Comparison of Classifier
Methods: A Case Study-in Handwritten Digit Recognition
[C]//Proc of the Int Conf on Pattern Recognition. Jerusalem:
[s.n.],1994:77-87.

[8] Krebel U. Pairwise Classification and Support Vector Machines
[C])//1In: Scholkopf B, Burges C ] C,Smola A ], eds. Advances
in Kernel Methods; Support Vector Learning. Cambridge,
MA: The MIT Press, 1999:255 —268.

[9] 3KEZER, X/ F),XKFE. BT SVM B EZE XX G EPFR
[J]. H#4R¥4R,2004(9) :6 - 10.


http://www.cqvip.com

