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Abstract: Focusing on the defects of the single technology on security prevention, proposed a network defense system model based on the
three— level defense mechanism. The model that organically joined firewall, NIPS, AIDS, honeypot and so on had resisted attack in —
depth, components cooperated by transmiting XML message. Firstly, the design thought of the security prevention system was described
in the paper, and based on the thought, the architecture and workflow of the model was presented, and then the relevant sore technology

was discussed. Lastly the worm attack experiment was presented to test the performance of the system. The experiment proved that the

model not only blocked the known zattack but also achieved the effective defense to the unknown attack.
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