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Implementation of Users’Behavior Recorder in Linux Kernel
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(School of Computer Science, Anhui University of Technology, Ma’ anshan 243002, China)

Abstract: The behavior records which are generated by users knocking on the keybord after users, login can be used to judge users’ mali-
cious act and is also one of the important sources of system auditing information. A Linux kernel ~ based behavior recorder is implemented
in this paper, which has adopted kernel function hijacking technique to hijack and modify kernel functions and also utilized loadable kernel
module technique to insert modified functions into kernel. All the keyboard records which are generated by local users and remote users, in-
cluding some special key codes, such as ctrl, alt, shift, can be noted down by this method. And then the records which are converted to
ASCII codes by key map output into a log file.
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0 31 B chitecture) M LB, B T RB MR ZE RS (Mi-
W% Intemnet MR B, A RLTLMHM AN crokemel architecture) #7 3 i 7T I~ R 4 701 7] 4 3 44,
KEEE B, IR R P OEEFRE%  Linux 5LAT AT 38 R B R L H] (LKM, Loadable
SHTENE —%., APESERERANIEELSE  Kemel Module)  FRRIEEA BN RBEMBE KR
RTRP TR N BRAH Linx BEXFRg  HROES—ETXMRERR,
ERHARLE, BEHRAE X WRESHEE 7E Linux &, i F* GEH TR root FR)3E i modu-
B £ hacker B E MR, AP FAIER, chAE  USEAEFRENTR, ShEHRBA B LN
MEERDSHEARAMUTERAZEREAR (LK, ERVBRBTHRAZE ITIBATERENE
loadable kernel module)3EBL T — NN BERAIA P 1T H UATRXNMESE . BHERETHFRERAK,

CRE AHIERTHASREIEFT N, HT RAAE NS R G E LR NZER, Lin-
ux PRSI EWHRT AR BT LKM Rt

1 LKMAEXERA WA, | o |

1.1 LKM I — A LKM B D 7% BB A 2 & 58 5 inic-

module{ ) I cleanup_ module( ). B FH TEEHRE A RN
BFERET  JE HEEE R M H B B 4T — Bk
EANEZORE 4 MES:

(QTEA P ZERE /RFLERAT, BT RE X

Linux PYEBVE 8 N (& R 458 ( Monolithic ar-

5% B 382007 - 05 - 30
ESW R LWE £V RBFHIE 0 H (2006K]063B)  CRA &% ¥

e BRI L H (20075q1028) HFS, B EURE AR insmod SERBEBR AL 5
HEEMA b BQO972- ), 9, ML A, B0, URN, 9595 i (b) TE Bt %5 [B) 2 BE R AE

RGN A, (OBERABE R FH RN S RHF AR
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#: Linux AT A0S 880 — T BB SE B o - 153 -

HOAEAE B LULEP AR

(D) HATEIRYI SR AL IR inic_ module() .

LKM ¥ A f5 U A AR — 884, B BB N2
TR AR (%L 3838 17) , W] AT 81 BT A B9 AR B
B FAH LKM BERGEAC 288 hacker AR M
—MEAFECY AXMEARFREIREEER
WM RGEESIRE T —F T
1.2 RHERARSHZARINE

RAGRASAKEREFRE Linux ¥ & L hacker
B—FpE AR, ZENZ2.4.18 LIRT, RE A F
AHXT B, Y S0 include/asm/unistd. h B AN R 5
FAHEXTH-NHES—AZARS . ERHTRE
VAT L 9 A B R BTE R 48 VA 3R AR B B
(JEICHF arch/i386 /kernel/entry. S)o LY, AH
£ include/sys/syscall. h PR BT H RN RLRA, R
JERTT sys_call table[ x J/UIBA O34 (x REBEFEE
BRORZGCAANERSD ,AEH B2 XHF RIS
EFEA sys. call - tablel x |81 9] .

TEN% 2.4.18 LAJS, 1 T sys_call_table NEEH
BERD  AERANABEERMHFEITRBE. 4
WRGAANLANE, B— M RERARZED int
0x80 FHTHEARLBY, TP MR RAE T PEIR
FEFMPERBHXMMXR. REREPHHELR
REELEH I, AT AT EAG ] inc 0x80 F BT R 7F
AR, BT ide FHEBJEEPHBEREROER
ht, A sidtl asm (“sidt %0”:“=m" (idtr)); J#8 S ETT
BB PR AR R A at, AX &I84 PR R
15T ATLAZRAR int 0x80 FWT R A EN B, AR T
B i system. call BREAHBAE . FIA gdb A Linux #
L, R41F system- call BREK
$ gdb —q Zusr/sre/linux/vmlinux
(no debugging symbols found)+++(gdb) disass system.. call
Dump of assembler code for function system.. call:
0xc0106bf2 <system. call + 42> :jne Oxc0106c48 < tracesys>
0xc0106bf4 < system. call + 44> ;call * Oxc01e0f18(, % eax,4)
0xc0106bfly <system - call + 51> :mov % eax,0x18( %esp,1)
0xc0106Lff < system_. call + 55> :nop
End of assembler dump.

(gdb) print &sys. call. table
$ 1= (<dara variable, no debug info> * ) Oxc1e0f18
(gdb) x/xw (system. call + 44)
0xc0106bf4 <system. call + 44> :0x188514ff < - -~ BEIHL A 15
4 (lirtle endian)
(gdb}
AL EF B 7E system. call REL A, B A call »

0xc01e0(18 45 3% I8 FH £ Ge 8 F % 7 A9 P % R 5 AY .
FHitt, HE R system- call B AY call sys_ call_ table(,
eax,4)16 S HIPLERIESRMAT LT o X FHERAF R
(/dev/kmem) , ff FIRE R IT B G 5 3: R 453X SR WL 28 15
A Bl

1.3 Linux @& TERE

Linux M A — 1B & H, 8 M AW & % M5
B33 #5455 (scancodes) A BRI B . — NMSL AT
UPEE— P AN B AS.. BAKS P han-
dle_ scancode ( ) bR 3 #% A7 scancodes I 3F 38 13 kdb-
translate( ) BR¥Y B #Y 5 # & (translation — table) ¥ 748
MR B B FF (key release events) ¥ BUEESEMY
keycode. ELHN, ‘a’ #Y keycode J2 30, 48 ‘a’ IR IR
{FL P4 keycode 30, B a BAYIHES T4 keycode
158(128 +30), ARJF,iX % keycode i iF ¥ keymap-fY
BB IR key 5. XSBREZR, KB
FERFPEA raw tty BAFU B ey flip_ buffero receive..
buf ) R $AHE M ey _ flip_ buffer PIRBERF, R
JEIEXEFFFEA tty read BAF . AP HBETES
FA P S ARNBHE, ESTHEMIRES A (sidin)
W read() BB¥ o sys- read () BREIE FH B SCTEHIRLHY
tty B £ (U /dev/1ty0) B9 file_ operations &5 # 15 1)
tty- read 9 read() BR YR B2 FF I ELiR [B1 44 I P i
B,

BAKSRE 4 P IEER.

(1)scancode (RAW 8 3) : i FI R F B H AN
scancode, XFEXEFATHABRFELRACHE
/IR, i X1 B

(2) keycode( MEDIUMRAW 3, ) . 1 i 72 Fr B 18
key B BMBHIT A GBI keycode R4 FX BIFN1T
MMER

(3)ASCII(XLATE #E30) - B F 2 ¥ B 48 keymap
B HERF, BT R 8 RFBAY,

(4) Unicode (UNICODE # 3 ) : It & 2 o — F0
ASCIH AR Z AL & UNICODE # R A1 AL P ¥
Ao ayHHHESE B UTFS § unicode F5F o

2 k£ I}
2.1 B OB

BT Linux 88 2 9% 3 B A9 4007, BRI -
AIFLEBRREN AR AT R(EE cul.all 55
PR, GBI TAEA MEDIUM RAW R T, H#
BEH A £ 98 vh woy. flip . buffer BY receive_ buf BR¥. 7
PHAZH, ty - struct il uy_ queve S5FI{UUE vy R &7
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=18 %

FREHERE R B i, FAEFE BT HEF sys.
open £ 8t 18 F Sk 375 # hooking B X A AR uy 2% pty
BY receive_ buf () BE%L, ’

2.2 ¥ receive_ buf{)

RS Zusr sre/linux/drivers/char/n_ tty. ¢” 24
HT n_tty_ receive_ buf BJBREE X, static void n. tty.-
receive_ buf ( struct! tty_ struct * tty, const unsigned
char * cp,char * fp,int count), L BE op B — 118
iR A5 A A A bulfer BYFRE. S8 B —
B — MR T IR 185 . T SUHF /ust/in-
cludelinux/tty. h"H&EE wy & .
struct tty_struct |

int magic;
struct tty_ driver driver;
struct tty_ldisc ldisc;

struct termios * termios, * termios. locked;

TEF SO /usr/includedinux/tty _ Idise. h "B F

tty - Idisc 4548 :
struct try- Idisc |

int magic;

char * name;

void ( * receive - buf) (struct tty-struct * ,

const unsigned char * cp, char * p,int count);

int ( * receive. room)(struct try_struct * );

void ( * write_ wakeup) (struct tty_struct * );

B R, S RAESRIRRY tty receive_ buf()
BR¥, RS E B ldisc. receive_ buf BJHTHJ new. receive_
buf()BREHFIEFA P A. RIOTICRE w0 ®
# EREA:
int fd=open(*“/dev/1ty0”,O_RDONLY.0);
struct file * file = fget({d);
struct tty-struct * tty = file— > private_ data;
old.. receive_ buf = tty — > Idisc. receive. buf; /R RIE K re-
ceive_ buf( ) BR%X
tty — >ldisc. receive_ buf = new_ receive _ buf; /78 # B FT Y new_
receive... buf BRAX
7/ B9 new _ receive. buf BR 3
void new.. receive.. buf (struct tty . struct * tty, const unsigned char
* ¢cp.char * fp,int count)

{
logging(tty, cp, count) ; /AL R iR
7+ PERBEIRE receive. buf * /

( * old. receive_ buf) (tty, cp, fp, count) ;

j
2.3 0% sys_open() .

¥ sys_open AT B SR B R sys_open,
REVB RS ARSI R BFH K new_ sys-open o FF
TEFT LI A 58 AT % R Y receive_ bufl() I EIH¥ -
onginal_sys_open = sys_call_table[ - NR_open];
sys_ call_ table[ - NR_open] = new_sys. open;
//new _sys_ open( ) )
asmlinkage int new. sys_ open( const char * filename, int flags, int
mode)

/7% oniginal _ sys_ open
ret = ( * original _ sys.. open) (filenamne, flags, mode) ;
if (ret >=0) |
struct tty_struct * tty;
file = fget(ret);
tty = file— > private_ datas
if (tty ! =NULL && tty — >ldisc. receive_buf ! = new.
receive_ buf) 1
//RIFIRIERY receive. buf
old-. receive .. buf = tty — > ldisc. receive.. buf;

/%

* JFEREhFFIZ rry B9 receive. buf BREX

* 1ty — >ldisc. receive_ buf = new _ receive_ buf;
*/

init_ rey(rty, TTY . INDEX(1ty));

/RTIBIFTRY receive_ buf () BB
void new_ receive _ buf(struct tty_ struct * tty, const unsigned char
* cp,char * fp,int count)
i
if (1 rty—>real_-raw && | 1ty — >raw)//ZBE raw X
/ARFRBATRY logging RBOKICRAF G R
vlogger. process(tty,cp,count) ;
7/ BIRERY receive_ buf

( * old.. receive_ buf) (1ty,cp,fp,count);
!

2.4 BHREN

init_ module ( ) 1 cleanup.. module() £ LKM 5%
B~ E% o TE init- module( ) BRE 7 B A LT A
HN K, EHEEREEAI N MO A Db,
cleanup . module( ) BUH 8, H K E R IR R M 1509
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Br  #E: Linux AP AT AR RSN R ERER ik - 155 -

A % R SRR AY A O Sk
int init. madule(void)
{
original - sys.open=sys_ call _ table[ . NR .. open];
sys_ call_ table[ - NR_ open] = new_ sys_open;
my _ tty-open{);
MOD_ INC. USE_ COUNT; //#: f# F iH5K
return 0;
}
void cleanup.. module( void)
{
int i3
sys... call - table[ - NR- open] = criginal - sys_ open;
for (i=0; i<MAX_ tty;i+ + ) |
if (uys[i] ¥ = NULL) |
trys[i] — >ttty — > Idisc. receive_ buf = old _ receive_ buf; 7/
KB RGFFER) receive. buf BEK
}
}

3 & it

A LKM fIAB RS AR TR AT A
IERA, AR BUh T P B RGN EATIRE, B
AUT RS

(AT LA A Hh FO G BB R A BT A i i Gl i
wy 4 pts) ;

(2) X FFIC R AT A B BRI B 10 77 148 (left, right,
up,down), F1 B F12 89 ZhEEHE, cul + F1 B Shift + F1
SHER;

GYHRIFFFHONZRBEE R/ WX A
FEHY receive_buf, FTUAHERE—BLHEAR, thinsh
FF sys_ read XM E O N KR E, T RFEHEH
BN,

B
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