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Honeynet System Applied in New Pattern Rootkit
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Abstract : Conducts an analysis about the fundamentals of Rootkit’ s attacks, comes up a new method of testing and grouping Rootkit’ s cat-
egories, offers the capacity of analyzing the Rootkit to the system managers and security researchers. Meantime, researches the structure of
honeynet system and the key technology, and presents an application when the honeynet is testing a new of Rootkit, collects the moving
data after the hacker invaded and conducts an analysis. The designed system runs well in the aspect of testing the new type of Rootkit.

Key words: network security ; honeynet; security policys hacker
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2110 tha Alart sashe

; Thu Jenumry 08, 20RS 11:58:2%8 )
fdran >= [ O3 7 68 4 3003 ] FA% , T, ¥ )
- elenr. ..
a0y
nome
AV

v Bensors

e Unigue Alsrts | clazatfications §

- Unl?uu addrmases source | destination
o Liigue 1P Hirsha

+ Seurce Port: TC F)l

« Dsstinmion Port CP] e
e Thmo profife of a@ns

Dimplaying mierte 101-1208 of 120 tmtel

B 3 SNORT éﬁ)\{g‘#j‘tz‘ﬂl

Jeqinalg
M3 40225.10 ) Jdip.t-diali ¢349ece020,exx-1nt.ga FIP
344 40225,216777 c34%ecel20,ece-int.ga pPHOB77BCL.di diali TCP
U5 40225,286208 pBOB77BCC.dip.t-diali c345ece(20.ece~int.ga TCP
346 40225.286393 c349ece020.ece-1nt,ga pSOB77BCC,.d1p.t-diall FTP
347 402725.285481 c349ece(20,ece-int.ga pEOBT7BCC.dip.t-diali TCP
348 40226 477420 pEOBTTRCC Jdip,.t-diali 192,168,1.10 TcP
343 40229,477955 192,168,1,10 pSOBT7BCL . d1p.t-dhall TCP
B0 40226.543601 pS0B77BCC.dip.t~diali c34Seced20.ece-int.ga TCP
351 40225520242 pBOBT7BCL.dip.t-diali c349eccd20,cce-int.ga TCP
/2 4022%,575649 pSOBTTICC.d1p,t-diall c353eced30, ece-Int.ga TCP
353 40226.579981 c353ece030.ece-int.ga pHOB77BCL.dip.t-diali TCP
T64 40226,104546 pHO877BCC, dip,t-diali 192,1608,1,10 Tce
255 40226,104670 192,168.1.10 pE0BT7ELC d1p.t-diali TCP
6 40226_177506 pSOB77RCLC. dip.t-diali c353ece30, ece-int. ga TCP
357 40226,177635 c353ece030,ece-int.ga pS0B77BCC,dip,t-diali TCP
Q891196 Intel 29:30:a4. Intel_33:201fF )

frrival Tine: Dec 26, 2002 13:04:49.811858000

Tine delta from previous packet: 0,000109000 secords
Time relative to first packet; 40223,763407000 secords
Frame Number: 329

Packet Langths 60 bytes

Capture Longth: 60 bytes

S8,
JODUL IVPE SPOTON

seensste sers

£005-07-08
BB:51

2
2003-01-09 IBSF0ARALEIZZE 1L 10N Z0M0
Q6882

&
2OO03-01-08 IRN.70.R ALER2E 182748, 1.30:080

0568:38

AT H & 49 Web %304 3k

B TN TSI CT

ftp > h323catestat [ACK] Seq=243731735 Ack=2650282007 Win=9505 Ler=0
h323gatestat > ftp [FIN, ACK] Seq=2650282807 Ack-243791735 Min=32718
Response: 500 'FIP /72 %P/, ' ; command not understood
ftp > h323gatestat [FIN, ACK] Seq=243731780 Ack=2650282808 Um=35(5
h323gatedisc > ftp [SYN] Saq=2650248455 fAck=0 Win=32767 Lern=0
ftp > h323gatedisc [RST, ACK] Seq=0 Ack=2650248456 Wi Len=0
h323gatestat > ftp [RST] Seq=2650282808 Ack=0 Win=0 Len=0
h323gatestat > Ftp [RST] Seq=2650202000 Ack=2650262008 Win=0 Len=0
h323hosteall > ftp [SYN] Seq=2650342577 Ack=0 ¥1n=32767 Len=0
ftp > h323hostcall [RST. ACK] Seq=0 Ack=2650342578 Win=0 Len0
h323gatedisc > ftp [SYN] Seq=2650248455 Ack=0 Win=32767 Len=C
ftp > h323gatedisc [RST, RCK] 5eq=0 Ack=2650Z4849% Win=0 Len=0
hZ2Zhosteall > ftp [SYN] Seq=2650342577 Ack=0 Win=32767 Lenz0
ftp > h32Fhostcall [RST, ACK] Seq=0 Ack=2650342578 Win=0 Len=0

274 1.1 Tlll‘vmﬂ1 10 - .
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P
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R FBBT5 Rootkit 1HXEME LR, FRERMNR
G RRBURBGE & ARG 815 S8R, RS AR s
FFAREN BRREHITHARESFEILBGEH
EREMFTHRAELEH B EN.
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