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Authentication Mechanisms in WLAN
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Abstract:Now the main authentication techniques of wireless local area network(WLAN) include open system authentication and shared
key authentication in IEEE 802. 11, 802. 1x authentication protocol in IEEE 802. 11i, and WLAN authentication infrastructure( WAI)
authentication mechanism in national WLAN security standard WAPI( WLAN authentication and privacy infrastructure). In the paper,
gives a detailed introduction to various anthentication mechanisms mentioned before, and discusses their respective advantages and disad-

vantages. According to their security leaks, gives two amelioration schemes. In the end, concludes the further research direction for WLAN

authentication mechanisms.
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IEEE 802. 11721452 T RAMAIE S R ARSI
fiF ( Open System Authentication) 1 3£ 2 % £ 1A iE
(Shared Key Authentication), #R # IEEE 802. 11
WLAN W THERHE, BB HLH: REARTEH
(SSID) 1 MAC #thhit ¥ HIdBg S ZER.
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P B A T V6 BR3BAT A B B 7 Br BB S BE B 20t S0 30
WIEB® . 5, LAEES, IEEE 802. 11 {2 4t#1A
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2.3 WAPI RREJIAEL
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